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Summary

The Emerging Payments Association Asia (EPAA) supports the Australian
Government's proposed Scams Prevention Framework (SPF) and its objective of
creating a coordinated, risk-based approach to reducing scams. However, EPAA
argues that the framework should remain principles-based, proportionate,
technologically neutral, and operationally practical, while avoiding unnecessary
regulatory burden.

The submission's key recommendations are:

e Clarify scope and future application: Ensure the SPF aligns with forthcoming
payment service provider licensing reforms, clearly defines which entities are
covered, and is designed to accommodate future regulated sectors. It also
highlights gaps in coverage, such as dating platforms, online marketplaces, and
smaller digital platforms, which may become alternative scam channels.

e Reduce regulatory overlap: Better align SPF obligations with existing
requirements under AML/CTF, the ePayments Code, privacy law, prudential
regulation, and breach reporting to avoid duplication and inconsistency.

e Maintain proportional obligations: Policies, staff training, reporting
requirements, and consumer protections should be risk-based rather than overly
prescriptive. Existing reporting mechanisms should be leveraged where possible.

e Strengthen prevention measures: Support measures such as identity
verification, payee confirmation, scam intelligence sharing, and targeted
consumer warnings, while recognising implementation challenges, warning
fatigue, and the need for clear allocation of responsibilities across banks,
telecommunications providers, and digital platforms.

e Improve liability and reimbursement settings: Clarify the interaction between
the SPF and the ePayments Code, review the proposed automatic
reimbursement threshold, ensure liability reflects which party had visibility and
responsibility, and avoid allowing contractual arrangements to undermine the
intended liability framework. EPAA also argues that regulatory breach
determinations should remain with regulators rather than AFCA.

¢ Allow sufficient implementation time: Recommend a phased implementation
beyond the proposed March 2027 commencement to allow industry adequate
time to prepare.

Overall, EPAA supports the direction of the SPF but calls for greater clarity,
proportionality, and alignment with Australia's broader regulatory framework to
ensure the regime is effective and sustainable.
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To Whom it May Concern,
1.Introduction

The Emerging Payments Association Asia (EPAA) welcomes the opportunity to
provide feedback to the Commonwealth Treasury on the Scams Prevention
Framework (SPF) package, including codes and rules exposure drafts, released on 28
May 2026.

EPAA’s goal is to unify the payments agenda in the Asia-Pacific region, drive business
development, and improve the regulatory landscape for all organisations within the
payments value chain. We are a community of payments organisations whose goal is
to strengthen and expand the payments industry for the benefit of all stakeholders
across the Asia-Pacific region. More information about EPAA can be found on our
website www.emergingpaymentsasia.org

Please note that while we have consulted with our members and others within the
ecosystem in the development of this submission, this submission is the view of
EPAA alone and does not necessarily represent the views of individual EPAA
Members, Supporters or Ambassadors.

EPAA supports the development of a coordinated, risk-based, whole-of-ecosystem
approach to scam prevention.

While we endorse the intent of the SPF, we have several issues we wish to raise in
respect to its scope, interaction with existing and future obligations, as well as the
appropriate level of prescription. We also want the SPF to remain true to being
principles-based, proportional to risk, technologically neutral and operational
feasible. Operationalising these principles remain critical to ensuring the SPF is
successful and meets its objectives, while not imposing an unnecessary compliance
burden on proposed and future regulated sectors.

2. Legislative Basis and Scope

We recognise that scams represent a significant threat to payment system users and
to confidence in the payments ecosystem. On this basis, action is required.

It needs to be recognised that the SPF represents a significant and new regulatory
regime in Australia.

As a result, there are several scope and interaction issues that need to be addressed.
First is the impact on payments service providers (PSP). The recent decision to defer
extension of the SPF to purchase payment facilities, combined with indications that
the extension of SPF to payment service providers will align with plans to introduce
licensing, is welcomed. This provides the payments sector with more time to
consider the impact and to prepare for compliance. This will better ensure the PSP
licensing and the outcomes of the just-launched review of the Payment Systems
(Regulation) Act are aligned with SPF obligations.

Clarity is needed on some other matters. For example, clarity is needed whether
third-party provider provisions include payment service providers, such as account-
to-account and payment card schemes that operate via banks and other account
holding entities, are captured.

Further, as the SPF requirements are fleshed out, consideration is needed as to how
this will impact new sector as the regulatory perimeter is expanded. The SPF must
be designed on the basis that it will work for sectors designated in the future and not
just the three sectors currently designated.
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A further scope concern is the displacement risk created by the digital platform
designation.

As drafted, the digital platforms sector reaches only three service types: a designated
instant messaging service, a designated internet search service, and a designated
social media service (Designation Instrument section 15, defined in sections 5 to 7).

The social media definition expressly carves out, among other things, services whose
significant purpose is enabling users to initiate a romantic relationship, with the
Example naming dating, matchmaking and matrimonial applications (section 7(3)(j)),
and services whose primary purpose is email or video calling (section 7(3)(c)). Other
major channels, including online marketplaces and app stores, fall outside the
regime altogether because they do not meet any of the three definitions, and the
internet search definition excludes limited-database and price-comparison searching
(section 6(b)).

In addition, under the SPF Rules, a digital platform is only captured where the entity
meets a $1 billion gross revenue test and the service meets a 200,000 monthly active
Australian user test, with both required (SPF Rules sections 1-5, 1-6 and 3-1).

The result is that several of the most active scam vectors sit outside the SPF
perimeter: dating and romance platforms (romance scams), online marketplaces
(purchase scams), and smaller or emerging messaging and social platforms below
the thresholds. Scam activity is adaptive and we should expect it to migrate to these
channels.

We are not suggesting that every excluded service should bear the full weight of the
regime immediately, which would cut against the proportionality we advocate
elsewhere.

Rather, the framework needs a clear and actively monitored mechanism to expand
designation as scam activity evolves, and it must recognise that while these gaps
persist, the residual detection, disruption and liability burden will continue to fall on
the designated banking and associated payments layer through which the funds
ultimately move.

Further, the SPF regime will place significant obligations on regulated entities
including compliance, policies and procedures, reporting, staff training, dispute
resolution and compensation. There needs to be a thorough assessment of how
these new requirements will interact with:

- AML/CTF Act requirements

- ePayments Code requirements

- Privacy Act requirements

- Breach reporting to APRA and ASIC

- Other compliance and regulatory requirements imposed through prudential
regulation and financial services licensing.

We would like to note that statements made in the draft banking code around the
interaction with the AML/CTF tipping off provisions are unhelpful as written. The
statement does not actually provide any clarification, and it risks further confusion as
a result. To give regulated entities and their partners genuine legal certainty, the
tipping off carve-out should be set out in the operative Instrument itself, rather than
left in the explanatory statement where it carries no legal force.

A further scope issue concerns access to scam intelligence.
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The SPF is building an intelligence-sharing and trust architecture, including the
actionable scam intelligence and reporting framework to be developed through 2026
and 2027 and the future network-trust infrastructure, that is currently confined to
banks, telecommunications providers and digital platforms.

While non-bank payment service providers will not be active participants in the initial
phase of the SPF, a proposal we support, there may be value for PSPs to voluntarily
participate in the collection and dissemination of scam intelligence, particularly given
they both originate and receive impersonation traffic and often observe emerging
scam patterns early.

3. SPF Policies and Procedures Requirements
3.1 Risk-Based Approach

While we support requiring entities to maintain SPF policies and procedures, we
believe that the requirements need to be proportional and avoid unnecessary
prescription. Guidance from regulators will be required but it should be right sized
based on the entity and its SPF risks.

3.2 Staff Training

While staff training will be an important component of an entity’s compliance with its
SPF obligations, we believe care needs to be taken to avoid overly prescriptive
requirements that could result in a “tick the box"” approach. These standards should
be more in line with APRA prudential standards that implicitly require regulated
entities to ensure staff are competent, appropriately trained, and capable of fulfilling
their responsibilities.

3.3 Reporting

Similarly, while reporting is an important part of the SPF, we believe that reporting
obligations should be proportional and aligned with existing and future obligations.
Care is also required in that many entities already report through or in association
with entities such as AFCX or with scheme operators / self-regulatory organisations
and these reporting requirements should be leveraged wherever possible.

There should be standardised reporting templates and definitions and clear
alignment with existing reporting to APRA, ASIC and AUSTRAC.

3.4. Definitions: Disability and Cultural/Linguistic Diversity

The SPF requires entities to consider disability and CALD consumers in their Scam
Policies and Procedures, but the draft materials do not define these terms or
reference existing legislation. This creates a risk of inconsistent interpretation and
uneven consumer protection across regulated sectors.

Clarity is needed on how these terms will be interpreted. Ideally, the SPF obligations
should reference established Commonwealth definitions, for example the Disability
Discrimination Act for disability. A consistent, legislatively anchored definition is
important to ensure eve consumer protection across regulated sectors and to
provide entities a clear and objective standard to apply.

Similarly, standards need to be developed for cultural and linguistic diversity. There
are numerous definitions, for example the definition provided by the Australian
Institute of Health and Welfare is as follows:
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“Generally, people who were born overseas, have a parent born overseas and/or who
speak a variety of languages are considered to be in the CALD population.”

https://www.aihw.gov.au/reports-data/population-groups/cald-australians/glossary

This definition does not capture Australians who are Aboriginal and Torres Strait
Islander (ATSI), a group often targeted by scams. On this basis, there is a need for
definitions that would be inclusive of ATSI.

Further, we would recommend guidance as to how these definitions would be
implemented, for example education / warnings, and accessibility to dispute
resolution.

4. Prevention Obligations
4.1 Brand Impersonation Monitoring

There needs to be a clear allocation of responsibility between platforms and financial
institutions in respect to brand impersonation. While banks and PSPs should make
efforts to inform their customers of brand impersonation, it will be up to
telecommunications and digital platform providers to prevent or remove / disable
these efforts.

Combatting brand impersonation would benefit from rapid takedown protocols as
well as leveraging existing and proposed data sharing mechanisms.

4.2 Payee Confirmation

While confirmation of payee can play an important role in terms of combatting
scams, introducing such a requirement requires careful consideration of access to
services such as the AP+ Confirmation of Payee. Given the challenges of
implementation, a phased approach may be necessary.

Further, payee confirmation has limitations and does not necessarily address where
a consumer is deceived into paying the correct and intended payee, for example
where business, government agency or family member has been successfully
impersonated. The Codes, and any associated liability framework, should therefore
recognise that a matched payee confirmation is not, by itself, evidence that an entity
has met all its detect and disrupt obligations.

4.3 Identity Verification

We would support strengthened identity verification obligations. However, this
needs to be done in a way that aligns with the Digital ID framework and AML/CTF KYC
requirements.

4.4 Targeted Warnings

While warnings are important in raising awareness among consumers, we would

want warnings to be grounded in behavioural science, not a legalistic disclosure-
based approach. Care is needed to avoid cookie cutter warnings that create
“warning fatigue” and as a result may be ignored. Furthermore, the approach to
warnings should be aligned across banks, telcos and digital platforms to avoid
customer confusion and misinterpretation, particularly given customers often use
multiple providers of such services.
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4.5 High-Risk Activities

There is little guidance in terms of what constitutes “high-risk activities”. These need
to be defined in an objective way to avoid regulatory arbitrage or encourage
scammers targeting activities considered “low risk”.

The explanatory statement to Code s 3-4 lists, as examples of high-risk transactions
that regulated banks must build systems to identify, "international transfers or
remittances, especially to jurisdictions or recipients not previously used by the
customer”, and "certain payments to accounts held by non-regulated entities,
particularly where not owned by the account holder".

Coupled with the obligation in s 3-7 to limit high-risk transactions through delay and
manual review, this may result in frictions and delays to de-risk legitimate cross-
border flows and payments, including to non-bank PSPs that will soon be licensed. As
a result, the examples should be qualified so that regulated, monitored remittance
providers and licensed PSPs are not treated as inherently high-risk by reference to
category alone.

4.6 Payment Recall Requests

The recall obligation in Banking Code s 3-11 requires a sending bank to request, as
soon as reasonably practicable, that the receiving entity assist in reversing a scam
transaction, but the reciprocal obligation to take reasonable steps to assist applies
only where the receiving entity is itself a regulated bank (s 3-11(2)).

In requiring a payment recall mechanism, care needs to be taken so as not to
inadvertently impose additional obligations on payment systems and their
participants or users. While NPP has a robust payment recall process, the recall
mechanism for BECS is a more manual process focussed on addressing mistaken
payments as part of the ePayments Code.

The position is even more acute for cross-border payments. For cross-border
payments, the receiving institution is offshore and may not be a regulated bank, so
no assistance obligation attaches to it and recall is frequently impossible once funds
have left Australia. The Codes should confirm that, in that situation, a sending bank
discharges its obligation by making the request under s 3-11(1)(a) and is not exposed
to a breach finding for an outcome it cannot compel through a cross-border
arrangement.

4.7 Blocking Accounts Facilitating Scams

Blocking accounts can be a method to protect consumers. However, innocent
consumers may have their accounts blocked and feel they have suffered harm as a
result. There also needs to be safe-harbour protections for good-faith actions
associated with blocking accounts.

4.8 Mule Accounts

The mule account example provided in the consultation materials is unrealistic, as it
assumes the provider of the account was not complicit, when often the account
holder is paid to rent out their accounts.

We would recommend a more realistic example, greater clarity of the difference
between first-party vs third-party mule activity and guidance on proportional
responses.
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5. Complaints Handling

We would recommend guidance on handling micro-test transactions used by
scammers and abusers.

If a shared IDR facility is enabled, it will be important that a wide range of entities
have access to this, in terms of eligibility, costs and technical access.

The Complaints resolution timeframes should provide ability to extend for complex
cases, such as cross-border, obligations on all parties to keep everyone informed and
clear expectations for interim updates to consumers.

6. Reimbursement and Liability Framework
6.1 Automatic Reimbursement

The selection of the $3,000 threshold appears to be based on data provided by the
Australian Banking Associations about the major bank’s costs of dispute handling
and the size of claims they receive. We would question whether this data is robust
enough for setting this threshold and would argue that the scam experiences across
the ecosystem, not just from major banks, as well as the impact on consumers, be
taken into account in setting this threshold.

Regardless of where the threshold is set, clarity should be provided as to how any
such threshold will be reviewed and adjusted.

Automatic reimbursement can reduce the administrative burden, but it also creates
moral hazard and a possible path for scammers. There will need to be further clarity
in terms of eligible scam types, evidence requirements and treatment of repeat
victims.

The reimbursement and liability settings also need to be expressly reconciled with
the ePayments Code. The ePayments Code allocates liability for unauthorised
transactions, whereas the SPF addresses scams, which are typically payments the
consumer has been deceived into authorising. That boundary is significant: if a scam-
induced payment is characterised as unauthorised, the loss is routed through the
ePayments Code and associated scheme processes rather than the SPF's
apportionment regime.

The SPF should clearly delineate scam loss, being authorised but induced, from
unauthorised-transaction loss, so that the same loss is not subject to two
inconsistent liability regimes, exposed to double recovery, or mischaracterised to
avoid the SPF's apportionment.

In the making of a new mandatory ePayments Code, any rewrite should expressly
address this interface with the SPF, and the two instruments should be developed
and sequenced, so they do not produce overlapping or contradictory outcomes for
the same loss.

6.2 Liability Apportionment Above $3,000

While we support the principle of apportioning liability based on breach of
obligations, there are significant issues associated with this determination resting
with AFCA.

AFCA has been created to resolve consumer complaints. While an external dispute
resolution body such as AFCA may consider regulatory obligations as part of
assessing fairness and reasonableness,
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binding determinations of regulatory breach are not within its mandate nor its
expertise. Doing so risks undermining its statutory role, creates procedural fairness
concerns, and may lead to inconsistent interpretations of regulatory standards.

Determinations of this sort should remain with either the ACCC, ASIC or APRA.
Further, clarity will also need to be provided on evidentiary standards and appeal
rights to an independent body such as the Administrative Review Tribunal.

6.3 Liability Apportionment Guidelines

Liability apportionment sits at the heart of this regime. The current proposal is a two
fold test - additional liability in cases of breach and secondly, equal allocation
otherwise.

While this approach is simple, it would not capture where entity has visibility and
where the change can be made.

We believe an approach for liability apportionment should be grounded in a clear
articulation of what the parties have responsibility and visibility. A version of this
approach appears in Singapore’s Share Responsibility Framework for phishing
scams, which allocated losses across financial institutions and telecommunication
providers by reference to their respective duties.

We would suggest a more nuanced approach that clearly recognises the various
stages of a payment and allocates responsibility at each stage. EPAA is currently
working on a clear taxonomy for fraud and scams and hopes to be in a position soon
to articulate a robust approach that can be applied in Australia and elsewhere.

The SPF's liability intention can also be impacted by arrangements that sit outside it.
Scheme rules, mandate-claim and chargeback rules, and bilateral indemnities
operate by private contract and can re-allocate scam loss between participants
independently of the SPF.

This is a particular concern for parties outside the SPF's scope, such as non-bank
payment service providers, sponsors and gateways, who have no protection under
its apportionment guidelines and no standing in the IDR process, yet can have
liability pushed onto them through these rules.

We note that the apportionment guidelines do not currently support consideration
of the role of non-regulated entities.

The SPF, or its Rules, should make clear that scheme rules and contractual
arrangements cannot be used to override the SPF's intended allocation of liability, or
to allocate liability unreasonably or unfairly onto parties that are not regulated
entities under the SPF. Without such a safeguard, a designated entity found liable
could shift the economic loss down the chain to an out-of-scope party, defeating
both the fairness and the deterrent purpose of the regime.

7. Implementation and Transition
The March 2027 start date will be very challenging and, on that basis, we would
recommend a phased implementation.

8. Conclusion

EPAA supports a coordinated, risk-based scam-prevention framework, though as we
note throughout this submission, there is a need for clarity, proportionality, and
alignment. The decisions made here will have consequences beyond the three
designated sectors.
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There needs to be wide engagement outside of the three designated sector as many
of the decisions made here will define the SPF as it is extended to other sectors.

EPAA is willing to participate in working groups, technical standards development,
and industry education.

EPAA welcomes continued engagement with Treasury and the relevant regulators
and stands ready to contribute further insights and industry perspectives, including
from across the region, as this work progresses.

If you have any questions on this submission, please feel free to contact Dr Brad
Pragnell by email at brad.pragnell@34south45north.com

Kind regards,
Camilla Bullock, CEO

Email: camilla.bullock@emergingpaymentsasia.org

EMERGING PAYMENTS ASSOCIATION ASIA pg 10


mailto:brad.pragnell@34south45north.com

	EPAA SUBMISSION TO
	THE AUSTRALIAN COMMONWEALTH TREASURY ON THE SCAMS PREVENTION FRAMEWORK CODES AND RULES EXPOSURE DRAFT
	25 June 2026  The Treasury  Langton Crescent  PARKES ACT 2600
	Submission of Emerging Payments Association Asia (EPAA) to the Australian Commonwealth Treasury on the Scams Prevention Framework codes and rules exposure draft

	Summary
	The Emerging Payments Association Asia (EPAA) supports the Australian Government's proposed Scams Prevention Framework (SPF) and its objective of creating a coordinated, risk-based approach to reducing scams. However, EPAA argues that the framework should remain principles-based, proportionate, technologically neutral, and operationally practical, while avoiding unnecessary regulatory burden.
	The submission's key recommendations are:
	Clarify scope and future application: Ensure the SPF aligns with forthcoming payment service provider licensing reforms, clearly defines which entities are covered, and is designed to accommodate future regulated sectors. It also highlights gaps in coverage, such as dating platforms, online marketplaces, and smaller digital platforms, which may become alternative scam channels.
	Reduce regulatory overlap: Better align SPF obligations with existing requirements under AML/CTF, the ePayments Code, privacy law, prudential regulation, and breach reporting to avoid duplication and inconsistency.
	Maintain proportional obligations: Policies, staff training, reporting requirements, and consumer protections should be risk-based rather than overly prescriptive. Existing reporting mechanisms should be leveraged where possible.
	Strengthen prevention measures: Support measures such as identity verification, payee confirmation, scam intelligence sharing, and targeted consumer warnings, while recognising implementation challenges, warning fatigue, and the need for clear allocation of responsibilities across banks, telecommunications providers, and digital platforms.
	Improve liability and reimbursement settings: Clarify the interaction between the SPF and the ePayments Code, review the proposed automatic reimbursement threshold, ensure liability reflects which party had visibility and responsibility, and avoid allowing contractual arrangements to undermine the intended liability framework. EPAA also argues that regulatory breach determinations should remain with regulators rather than AFCA.
	Allow sufficient implementation time: Recommend a phased implementation beyond the proposed March 2027 commencement to allow industry adequate time to prepare.
	Overall, EPAA supports the direction of the SPF but calls for greater clarity, proportionality, and alignment with Australia's broader regulatory framework to ensure the regime is effective and sustainable.
	pg 2
	To Whom it May Concern,
	Introduction
	The Emerging Payments Association Asia (EPAA) welcomes the opportunity to provide feedback to the Commonwealth Treasury on the Scams Prevention Framework (SPF) package, including codes and rules exposure drafts, released on 28 May 2026.
	EPAA’s goal is to unify the payments agenda in the Asia-Pacific region, drive business development, and improve the regulatory landscape for all organisations within the payments value chain. We are a community of payments organisations whose goal is to strengthen and expand the payments industry for the benefit of all stakeholders across the Asia-Pacific region.  More information about EPAA can be found on our website www.emergingpaymentsasia.org
	Please note that while we have consulted with our members and others within the ecosystem in the development of this submission, this submission is the view of EPAA alone and does not necessarily represent the views of individual EPAA Members, Supporters or Ambassadors.
	EPAA supports the development of a coordinated, risk‑based, whole‑of‑ecosystem approach to scam prevention.
	While we endorse the intent of the SPF, we have several issues we wish to raise in respect to its scope, interaction with existing and future obligations, as well as the appropriate level of prescription.  We also want the SPF to remain true to being principles-based, proportional to risk, technologically neutral and operational feasible.  Operationalising these principles remain critical to ensuring the SPF is successful and meets its objectives, while not imposing an unnecessary compliance burden on proposed and future regulated sectors.

	2. Legislative Basis and Scope
	We recognise that scams represent a significant threat to payment system users and to confidence in the payments ecosystem.  On this basis, action is required.    It needs to be recognised that the SPF represents a significant and new regulatory regime in Australia.
	As a result, there are several scope and interaction issues that need to be addressed.  First is the impact on payments service providers (PSP).  The recent decision to defer extension of the SPF to purchase payment facilities, combined with indications that the extension of SPF to payment service providers will align with plans to introduce licensing, is welcomed.  This provides the payments sector with more time to consider the impact and to prepare for compliance.  This will better ensure the PSP licensing and the outcomes of the just-launched review of the Payment Systems (Regulation) Act are aligned with SPF obligations.
	Clarity is needed on some other matters.  For example, clarity is needed whether third-party provider provisions include payment service providers, such as account-to-account and payment card schemes that operate via banks and other account holding entities, are captured.
	Further, as the SPF requirements are fleshed out, consideration is needed as to how this will impact new sector as the regulatory perimeter is expanded.  The SPF must be designed on the basis that it will work for sectors designated in the future and not just the three sectors currently designated.

	pg 3
	A further scope concern is the displacement risk created by the digital platform designation.
	As drafted, the digital platforms sector reaches only three service types: a designated instant messaging service, a designated internet search service, and a designated social media service (Designation Instrument section 15, defined in sections 5 to 7).
	The social media definition expressly carves out, among other things, services whose significant purpose is enabling users to initiate a romantic relationship, with the Example naming dating, matchmaking and matrimonial applications (section 7(3)(j)), and services whose primary purpose is email or video calling (section 7(3)(c)).  Other major channels, including online marketplaces and app stores, fall outside the regime altogether because they do not meet any of the three definitions, and the internet search definition excludes limited-database and price-comparison searching (section 6(b)).
	In addition, under the SPF Rules, a digital platform is only captured where the entity meets a $1 billion gross revenue test and the service meets a 200,000 monthly active Australian user test, with both required (SPF Rules sections 1-5, 1-6 and 3-1).    The result is that several of the most active scam vectors sit outside the SPF perimeter: dating and romance platforms (romance scams), online marketplaces (purchase scams), and smaller or emerging messaging and social platforms below the thresholds.  Scam activity is adaptive and we should expect it to migrate to these channels.
	We are not suggesting that every excluded service should bear the full weight of the regime immediately, which would cut against the proportionality we advocate elsewhere.
	Rather, the framework needs a clear and actively monitored mechanism to expand designation as scam activity evolves, and it must recognise that while these gaps persist, the residual detection, disruption and liability burden will continue to fall on the designated banking and associated payments layer through which the funds ultimately move.
	Further, the SPF regime will place significant obligations on regulated entities including compliance, policies and procedures, reporting, staff training, dispute resolution and compensation.  There needs to be a thorough assessment of how these new requirements will interact with:
	- AML/CTF Act requirements    - ePayments Code requirements   - Privacy Act requirements   - Breach reporting to APRA and ASIC    - Other compliance and regulatory requirements imposed through prudential regulation and financial services licensing.
	We would like to note that statements made in the draft banking code around the interaction with the AML/CTF tipping off provisions are unhelpful as written.  The statement does not actually provide any clarification, and it risks further confusion as a result.  To give regulated entities and their partners genuine legal certainty, the tipping off carve-out should be set out in the operative Instrument itself, rather than left in the explanatory statement where it carries no legal force.
	A further scope issue concerns access to scam intelligence.

	pg 4
	The SPF is building an intelligence-sharing and trust architecture, including the actionable scam intelligence and reporting framework to be developed through 2026 and 2027 and the future network-trust infrastructure, that is currently confined to banks, telecommunications providers and digital platforms.
	While non-bank payment service providers will not be active participants in the initial phase of the SPF, a proposal we support, there may be value for PSPs to voluntarily participate in the collection and dissemination of scam intelligence, particularly given they both originate and receive impersonation traffic and often observe emerging scam patterns early.

	3. SPF Policies and Procedures Requirements
	3.1 Risk‑Based Approach
	While we support requiring entities to maintain SPF policies and procedures, we believe that the requirements need to be proportional and avoid unnecessary prescription.  Guidance from regulators will be required but it should be right sized based on the entity and its SPF risks.

	3.2 Staff Training
	While staff training will be an important component of an entity’s compliance with its SPF obligations, we believe care needs to be taken to avoid overly prescriptive requirements that could result in a “tick the box” approach. These standards should be more in line with APRA prudential standards that implicitly require regulated entities to ensure staff are competent, appropriately trained, and capable of fulfilling their responsibilities.

	3.3 Reporting
	Similarly, while reporting is an important part of the SPF, we believe that reporting obligations should be proportional and aligned with existing and future obligations.  Care is also required in that many entities already report through or in association with entities such as AFCX or with scheme operators / self-regulatory organisations and these reporting requirements should be leveraged wherever possible.    There should be standardised reporting templates and definitions and clear alignment with existing reporting to APRA, ASIC and AUSTRAC.

	3.4. Definitions: Disability and Cultural/Linguistic Diversity
	The SPF requires entities to consider disability and CALD consumers in their Scam Policies and Procedures, but the draft materials do not define these terms or reference existing legislation. This creates a risk of inconsistent interpretation and uneven consumer protection across regulated sectors.
	Clarity is needed on how these terms will be interpreted.  Ideally, the SPF obligations should reference established Commonwealth definitions, for example the Disability Discrimination Act for disability.  A consistent, legislatively anchored definition is important to ensure eve consumer protection across regulated sectors and to provide entities a clear and objective standard to apply.
	Similarly, standards need to be developed for cultural and linguistic diversity.  There are numerous definitions, for example the definition provided by the Australian Institute of Health and Welfare is as follows:

	pg 5
	“Generally, people who were born overseas, have a parent born overseas and/or who speak a variety of languages are considered to be in the CALD population.”

	https://www.aihw.gov.au/reports-data/population-groups/cald-australians/glossary
	This definition does not capture Australians who are Aboriginal and Torres Strait Islander (ATSI), a group often targeted by scams.  On this basis, there is a need for definitions that would be inclusive of ATSI.
	Further, we would recommend guidance as to how these definitions would be implemented, for example education / warnings, and accessibility to dispute resolution.
	4. Prevention Obligations
	4.1 Brand Impersonation Monitoring
	There needs to be a clear allocation of responsibility between platforms and financial institutions in respect to brand impersonation.  While banks and PSPs should make efforts to inform their customers of brand impersonation, it will be up to telecommunications and digital platform providers to prevent or remove / disable these efforts.
	Combatting brand impersonation would benefit from rapid takedown protocols as well as leveraging existing and proposed data sharing mechanisms.

	4.2 Payee Confirmation
	While confirmation of payee can play an important role in terms of combatting scams, introducing such a requirement requires careful consideration of access to services such as the AP+ Confirmation of Payee.  Given the challenges of implementation, a phased approach may be necessary.
	Further, payee confirmation has limitations and does not necessarily address where a consumer is deceived into paying the correct and intended payee, for example where business, government agency or family member has been successfully impersonated.  The Codes, and any associated liability framework, should therefore recognise that a matched payee confirmation is not, by itself, evidence that an entity has met all its detect and disrupt obligations.

	4.3 Identity Verification
	We would support strengthened identity verification obligations.  However, this needs to be done in a way that aligns with the Digital ID framework and AML/CTF KYC requirements.

	4.4 Targeted Warnings
	While warnings are important in raising awareness among consumers, we would want warnings to be grounded in behavioural science, not a legalistic disclosure-based approach.  Care is needed to avoid cookie cutter warnings that create “warning fatigue” and as a result may be ignored.  Furthermore, the approach to warnings should be aligned across banks, telcos and digital platforms to avoid customer confusion and misinterpretation, particularly given customers often use multiple providers of such services.
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	4.5 High‑Risk Activities
	There is little guidance in terms of what constitutes “high-risk activities”. These need to be defined in an objective way to avoid regulatory arbitrage or encourage scammers targeting activities considered “low risk”.
	The explanatory statement to Code s 3-4 lists, as examples of high-risk transactions that regulated banks must build systems to identify, "international transfers or remittances, especially to jurisdictions or recipients not previously used by the customer", and "certain payments to accounts held by non-regulated entities, particularly where not owned by the account holder".
	Coupled with the obligation in s 3-7 to limit high-risk transactions through delay and manual review, this may result in frictions and delays to de-risk legitimate cross-border flows and payments, including to non-bank PSPs that will soon be licensed. As a result, the examples should be qualified so that regulated, monitored remittance providers and licensed PSPs are not treated as inherently high-risk by reference to category alone.

	4.6 Payment Recall Requests
	The recall obligation in Banking Code s 3-11 requires a sending bank to request, as soon as reasonably practicable, that the receiving entity assist in reversing a scam transaction, but the reciprocal obligation to take reasonable steps to assist applies only where the receiving entity is itself a regulated bank (s 3-11(2)).
	In requiring a payment recall mechanism, care needs to be taken so as not to inadvertently impose additional obligations on payment systems and their participants or users.  While NPP has a robust payment recall process, the recall mechanism for BECS is a more manual process focussed on addressing mistaken payments as part of the ePayments Code.
	The position is even more acute for cross-border payments.  For cross-border payments, the receiving institution is offshore and may not be a regulated bank, so no assistance obligation attaches to it and recall is frequently impossible once funds have left Australia. The Codes should confirm that, in that situation, a sending bank discharges its obligation by making the request under s 3-11(1)(a) and is not exposed to a breach finding for an outcome it cannot compel through a cross-border arrangement.

	4.7 Blocking Accounts Facilitating Scams
	Blocking accounts can be a method to protect consumers.  However, innocent consumers may have their accounts blocked and feel they have suffered harm as a result.  There also needs to be safe‑harbour protections for good‑faith actions associated with blocking accounts.

	4.8 Mule Accounts
	The mule account example provided in the consultation materials is unrealistic, as it assumes the provider of the account was not complicit, when often the account holder is paid to rent out their accounts.    We would recommend a more realistic example, greater clarity of the difference between first‑party vs third‑party mule activity and guidance on proportional responses.
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	5. Complaints Handling
	We would recommend guidance on handling micro‑test transactions used by scammers and abusers.
	If a shared IDR facility is enabled, it will be important that a wide range of entities have access to this, in terms of eligibility, costs and technical access.  The Complaints resolution timeframes should provide ability to extend for complex cases, such as cross-border, obligations on all parties to keep everyone informed and clear expectations for interim updates to consumers.

	6. Reimbursement and Liability Framework
	6.1 Automatic Reimbursement
	The selection of the $3,000 threshold appears to be based on data provided by the Australian Banking Associations about the major bank’s costs of dispute handling and the size of claims they receive.  We would question whether this data is robust enough for setting this threshold and would argue that the scam experiences across the ecosystem, not just from major banks, as well as the impact on consumers, be taken into account in setting this threshold.
	Regardless of where the threshold is set, clarity should be provided as to how any such threshold will be reviewed and adjusted.
	Automatic reimbursement can reduce the administrative burden, but it also creates moral hazard and a possible path for scammers.  There will need to be further clarity in terms of eligible scam types, evidence requirements and treatment of repeat victims.
	The reimbursement and liability settings also need to be expressly reconciled with the ePayments Code. The ePayments Code allocates liability for unauthorised transactions, whereas the SPF addresses scams, which are typically payments the consumer has been deceived into authorising. That boundary is significant: if a scam-induced payment is characterised as unauthorised, the loss is routed through the ePayments Code and associated scheme processes rather than the SPF's apportionment regime.
	The SPF should clearly delineate scam loss, being authorised but induced, from unauthorised-transaction loss, so that the same loss is not subject to two inconsistent liability regimes, exposed to double recovery, or mischaracterised to avoid the SPF's apportionment.
	In the making of a new mandatory ePayments Code, any rewrite should expressly address this interface with the SPF, and the two instruments should be developed and sequenced, so they do not produce overlapping or contradictory outcomes for the same loss.

	6.2 Liability Apportionment Above $3,000
	While we support the principle of apportioning liability based on breach of obligations, there are significant issues associated with this determination resting with AFCA.
	AFCA has been created to resolve consumer complaints. While an external dispute resolution body such as AFCA may consider regulatory obligations as part of assessing fairness and reasonableness,
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	binding determinations of regulatory breach are not within its mandate nor its expertise. Doing so risks undermining its statutory role, creates procedural fairness concerns, and may lead to inconsistent interpretations of regulatory standards.
	Determinations of this sort should remain with either the ACCC, ASIC or APRA.   Further, clarity will also need to be provided on evidentiary standards and appeal rights to an independent body such as the Administrative Review Tribunal.
	6.3 Liability Apportionment Guidelines  Liability apportionment sits at the heart of this regime.  The current proposal is a two fold test – additional liability in cases of breach and secondly, equal allocation otherwise.
	While this approach is simple, it would not capture where entity has visibility and where the change can be made.
	We believe an approach for liability apportionment should be grounded in a clear articulation of what the parties have responsibility and visibility.  A version of this approach appears in Singapore’s Share Responsibility Framework for phishing scams, which allocated losses across financial institutions and telecommunication providers by reference to their respective duties.
	We would suggest a more nuanced approach that clearly recognises the various stages of a payment and allocates responsibility at each stage.  EPAA is currently working on a clear taxonomy for fraud and scams and hopes to be in a position soon to articulate a robust approach that can be applied in Australia and elsewhere.
	The SPF's liability intention can also be impacted by arrangements that sit outside it. Scheme rules, mandate-claim and chargeback rules, and bilateral indemnities operate by private contract and can re-allocate scam loss between participants independently of the SPF.
	This is a particular concern for parties outside the SPF's scope, such as non-bank payment service providers, sponsors and gateways, who have no protection under its apportionment guidelines and no standing in the IDR process, yet can have liability pushed onto them through these rules.
	We note that the apportionment guidelines do not currently support consideration of the role of non-regulated entities.
	The SPF, or its Rules, should make clear that scheme rules and contractual arrangements cannot be used to override the SPF's intended allocation of liability, or to allocate liability unreasonably or unfairly onto parties that are not regulated entities under the SPF. Without such a safeguard, a designated entity found liable could shift the economic loss down the chain to an out-of-scope party, defeating both the fairness and the deterrent purpose of the regime.
	7. Implementation and Transition  The March 2027 start date will be very challenging and, on that basis, we would recommend a phased implementation.

	8. Conclusion
	EPAA supports a coordinated, risk‑based scam‑prevention framework, though as we note throughout this submission, there is a need for clarity, proportionality, and alignment. The decisions made here will have consequences beyond the three designated sectors.
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	There needs to be wide engagement outside of the three designated sector as many of the decisions made here will define the SPF as it is extended to other sectors.
	EPAA is willing to participate in working groups, technical standards development, and industry education.
	EPAA welcomes continued engagement with Treasury and the relevant regulators and stands ready to contribute further insights and industry perspectives, including from across the region, as this work progresses.
	If you have any questions on this submission, please feel free to contact Dr Brad Pragnell by email at brad.pragnell@34south45north.com

	Kind regards, Camilla Bullock, CEO
	Email: camilla.bullock@emergingpaymentsasia.org
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