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Executive Summary

Open Data is at the forefront of financial innovation. Over a period of a short few
years, it has rapidly evolved from Open Banking through Open Finance into Open
Data. Cross-discipline innovators are now talking about Open X or ‘Open Everything.’

Consented data sharing - with both
read- and write- access - is @ means of
creating a multi-directional flow of
information, which, if designed correctly,
will enable competition, and empower
the shift towards digital freedom. With
individual consumers given full rein over
their data , the Open Data ecosystem
provides better outcomes for consumers
accessing a more comprehensive array
of services.

Despite the clear positives to be extracted from an Open Data network, many
financial executives at incumbents believe it is a revolution that may take a decade to
find its place due to legacy infrastructure and the leap in technology.

While Open Data is being embraced as a means to commercialise data and allow for
more information transparency, there is a risk that without reciprocity between the
firms consuming the data and those holding the data finance will be a target on the
map for outside industries with a stake in accessing data.

This report is a detailed outtake of a virtual roundtable discussion that contemplates
the usefulness of creating a holistic Open Data system. The findings of this
roundtable suggest interoperability is built by focusing on standardisation of
technical requirements, harmonisation of implementation, security, reciprocity,
cross-sector merging.

Furthermore, this report aims to inform stakeholders in the Asia-Pacific region on
the successes and failures of Open Data systems of the past and how we must learn
from this to create a robust, value-creating framework for Open Data markets.
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Important insights for the success of Open Data:

1.Ecosystems must be scalable, accessible, and interoperable.

2.A mixed regulatory and market-driven approach gains better outcomes.

3.Cross-sector merging is necessary for collaboration.

4.API-first is the way forward providing a better, more secure method of access
without resource to credential sharing or screen scraping.

Background Information

The APEC Business Advisory Council (ABAC), ASEAN Bankers’ Association (ABA), Asia
Pacific Financial Forum (APFF) and the Emerging Payments Association Asia (EPAA)
have investigated Open Data - how it works and what can be improved.

Accompanied by significant regulators, financial institutes, and other invested
stakeholders, the EPAA has already conducted one prior Open Data workshop in
which they discussed the importance of enabling an interoperable Open Data

system.

The key takeaways from the previous
workshop were ensuring a whole of
government approach, harmonisation
in standards, bringing awareness about
benefits for developing economies and
creating a commercial voice for an

v /AABRR - effective solution.

In this subsequent roundtable, many attendees gathered again, harnessing their
knowledge and expertise to project a centralised discussion on a holistic approach
for Open Data. The agenda included the evolving nature of Open Data with real-life
examples, a case study comparison, EPAA’s research and fireside chats with
regulators.
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Key Findings

The first step in creating a robust ecosystem is ensuring ease of access both for
industry participants and also ease of use for end users. . API standards should be
base on global standards for this ecosystem to ensure that there is interoperability
and scope for growth. Local propriety standard lead to fragmentation and barriers to
entry and will not support the growing need for cross border interoperability and
connected financial services.

One of the biggest challenges is the standardisation of implementation. This is one of
the core differences in the approaches of the implementation in the UK as compared
to the implementation in the EU. For example, at the beginning of the Open Banking
standard in the UK, there was a single specification but a variety of implementations.
Internal challenges for banks, and varied opinions regarding legal requirements
highlighted the challenges of a of uniform implementation.  This lack of uniformity
is at the heart of existing barriers within the UK Open Banking ecosystem that is
impeding growth and positive outcomes for end users, like the ability to purchase
higher value items via open banking.

Successful Implementation of Open Data - The Building Blocks of a Robust

Ecosystem

Well-defined Locally & .
standards GlobaYly Accessible
nt ol Functioril:s ca(tjn Localli/ &

nteroperable connect an
work together Globally
Easily
Conformant Adaptable Scalable
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Core Challenges in Maintaining a Robust Open Data Ecosystem

WHO?

It is important to work out who will be allowed to engage in this system aswell
as the indentification and authorisation process.

HOW?

An ecosystem should have the ability to communicate with those that will

benefit from data sharing.

WHAT?

The data being shared is the easy part. If the above two are maintained, the
involved parties are capable of using the data to build API propositions.

Key Considerations for a Functioning Open Data Ecosystem

Don't re-invent
the wheel,
use trusted sources

Public sector needs to be
engaged

Horizontal framework
rather than vertical
which cuts across all
different sectors

Mixed market and
regulatory lead
ecosystems are optimal

Drive towards
commonality and
implementation

Need to have access to
more data than just
what is available through
financial institutions
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Simplification is best

Common identity and
authorisation framework

Consider other sectors
which are of importance,
not only finance




Market or Regulations?

Market Approach

Market-driven approaches are more fluid and allow Open Data ecosystems to
flourish. The market approach allows an optimal balance between mandating parts
of infrastructure, if required, and empowering innovation. Based on what we can
see in Singapore, the scale and reach of all financial institutions are not congruous.
Therefore, that area of development must be given a wider berth.

Keeping regulation away from innovation
is a linchpin technique in Singapore’s
Open Data model, with regulatory
interference only an option if it may be
helpful. Instead, the main focus is on
digital identity and the national payment
rails, which are a gateway for
strengthening the Open Data ecosystem
and increasing efficiency in the model.

Singapore has a number of digital identity assets as building blocks. Singapore has
not entirely cancelled out the regulatory approach, but since its inception, the
market-driven approach has worked so far.

Regulatory Approach

A government-led approach can ensure trust and create precise, defined rules while
remaining stable. In Indonesia, creating a standard for API integration throughout
the open data ecosystem has been a collaborative effort between the regulator and
the representative Ministry. Standardisation is first and foremost here, as this is a
means to create better business opportunities in terms of domestic interoperability.

A significant difference in how Indonesia has started their Open Data journey stems
from its lack of a digital identity framework. To combat this hump, Indonesia has
built encoding interconnectivity and focused their aim on standardisation, an area
they can develop and improve.
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There is already an established digital method to verify identity in Australia, which
gives Australia an advantage in working with the legislature to broaden the Open
Data spectrum further. Digital identity is a crucial part of strengthening Consumer
Data Right (CDR) functionality. (The CDR is the whole of economy consented data
sharing framework that has started with banking in 2020, extending to energy in late
2022 and plans to extend in telecommunications by late 2023). The Open Data
system in Australia uses a regulatory model, overseen by Treasury, the Australian
Competition and Consumer Commission (ACCC), and the Office of the Australian
Information Commissioner (OAIC) - this has many parallels with Open Banking in the
UK.

There are parallels between the UK and
Australian financial systems, suggesting that
following their path would be wise in theory.
While these methods may seem prescriptive,
this is mainly due to the high standard of
consumer  protection. Consumers in
Australia are eager for a reliable security
system and strict privacy safeguards that are
inherently fraught with imposing
regulations. It is a framework that has
worked for the Australian economy.

Mixed Model

A mixed model permits the industry to engage more with the government and
regulators. Considering other markets around the world, Brazil introduced an
effective Open Banking initiative in 2021. It was a product of industry and
government collaboration, which meant delivery cost was low. Rising levels of usage
are already resulting from this partnership.

Similarly in Hong Kong, regulators have worked with 28 banks to produce a cohesive
Open Data ecosystem.

In countries like Australia and the UK, the regulatory-led climate can create a
fragmented framework in which regulators define the rules and the industry follows.
As we advance, implementing a mixed model may benefit countries more than a
traditional regulatory model.
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Experience in Europe
Current Layout

While Europe has started strong due to the impetus of PSD2, and Open Banking
adoption statistics in the UK are on an increasingly upwards trajectory (especially in
Open Banking Payments), there is still a long way to go regarding broader adoption
in the European region. In some areas like the UK, Scandinavia and Germany,
traction is good, but in others, it is less successful.

The many banks with a standardised API
implemented are faring better in terms of
serving their value proposition.
Fragmentation across the board means
there are challenges in achieving genuine
interoperability. PSD3 may be the gateway
to solving some of these issues. PSD3 is an
updated mandate to PSD2, enhancing
competition, facilitating innovation, and
increasing  consumer  security  and
convenience.

In the UK, the chance for a market-led ecosystem may have been missed. The
regulatory approach has made for a disconnected environment in which markets
couldnt find a clear footing or trust between each other. Generally, with
standardisation still lacking between financial institutions, it seems banks bear the
principal obligation of certification and conformance. Additionally, banks do not have
any financial incentive for  creating APIs for third parties - this are created only to
comply with regulatory rules.

Some UK institutions cannot make robust APIs for their consumers simply because it
is expensive and doing so lacks the incentive of competitive reward. It is
recommended that the social contract for creating fair value be shared amongst the
incumbents to improve security and increase interoperability and cohesiveness.
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Methods of Access

Serialisable credentials - saving consumer credentials from an object into a file,
database, or memory.

This method provides an insecure mechanism for gaining customer authentication.
In recent times, there has been a trend to swap this with FIDO, a software providing
consumer protection in the form of biometric authentication.

Screen scraping remains a hot topic!

Screen scraping involves the consumer
sharing their online banking login and
password credentials to allow a third
party to access their banks statements
and transaction data. This method is
provided by commercial third parties and
is not regulated. Therefore, banks are
unaware of who may be really be
accessing their customers' data.

It is not @ method that is stable for long-term consumer protection. Banks and other
institutions are hopeful to remove the middleman and thus reduce overall fraud
exposure. However, it is a proven and workable tool for accessing data. Questions
remain, however, whether it will die a natural death, be banned, or whether it will
reinvent itself in a more standardised and governed manner to continue to provide
an alternative to Open Data.

Banking

It is more important to create conditions conducive to safe and secure consumer
engagement than to start developing on the basis of perfection. Initiating processes
with consumer needs and protection in mind will gradually produce an ecosystem
that enables perfection. To begin with, private and public sectors must remove
themselves from traditional sectoral boundaries.
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It is vital to offer consumers an integrated
service, framing platforms based on
datasets, rather than whole sectors like
finance or energy. In the end, it must be the
consumer’s choice what data they would
like shared and on whom they rely on as a
trusted source. Banks could become data
verifiers as they are already trusted sources
and key figures in the open data ecosystem.

Cross Sector and Whole of Economy Data Sharing

The financial sector connects all other economic sectors and is therefore seen as the
broadest. But recently, finance has crossed boundaries into regulatory, government
and industry thresholds. In allowing this, issues that are affecting not only
consumers, but also businesses, have come to light. We must confront how
authorities in different industry sectors will collaborate. Traditional boundaries can
be hard to break, and the powers of these authorities tend to be strong.

Multiple architectural models of ecosystems already fit with different actors and
data, such as ‘hub and spoke’ and bilateral arrangements. Open Finance is a type of
federated model. This versatility in ecosystems will allow more ownership control for
data owners. Businesses and the government must be able to access and use data
securely and productively.

There will be several stages in the evolution of Open Data systems. It is possible that
data, which is now useful, may diminish in its productive power marginally over time.
During that time, other data may become scarcer and thus meaningful. Governance
is another issue being faced in the Open Data community. How can the community
develop a structure that allows different countries to have varying historical
weighting and economic importance? Each market must be policed accordingly.
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Incentives and Regulations

A policy environment is often described as having low clarity or too many
restrictions. This spectrum with no in-between reflects the unique nature of data that
makes the digital economy. Lacking regulation can hinder a fair and competitive
environment, whereas too many restrictions can prevent creative thinking and
innovation. To combat this unbalanced spectrum, there can be an evolving
perspective. Policymaker courts can design a framework that enables flexible
thinking and has room for change while maintaining constant communication with
businesses. With innovation able to flourish in a collaborative environment,
businesses can offer better products and services to consumers and society.

In terms of connectivity, there must be
openness amongst the sectors. It is ideal
for a collective alliance amongst social,
government and business departments. If
these standards of transparency are met,
the technology will evolve consequently -
bringing competition to the market.
Consumers will participate in Open Data
environments for the right value, which
comes from trustworthy, easy-to-use
services. Data users must be confident that
information will be treated diligently with
legally enforceable privacy stipulations.

The ecosystem model, free rein or regulated, also affects the effort of the market
players. A regulatory system cannot have unclear rules regarding the role of these
players since lacking clarity may open the gateway for a free rider effect. For
example, due to regulation, banks have taken to ecosystem participation from a
compliance standpoint which drives minimum viable products rather than creating
the best service for consumers.

Generally, it is crucial to have clarity around liability, a horizontal cross-sectional
approach to security and clear privacy mandates for a happy equilibrium within the
ecosystem.
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What's next?

The Banks of the future - some possibilities

e They could merge into utility services - home loans and utility bills can be under
the same umbrella.

e Become reliant parties for social graph data which aids credit analytics and
product pricing.

e Having access to confidential citizen data through government bodies to aid
consumers.

An Open Data Guide

Don’t reinvent the wheel. Taking small pieces of successful principles,
operations or processes from other Open Data ecosystems is the first step
- this helps to minimise the cost of implementation.

Do account for digital identity systems as they are a vital part of Open
Data integration.

Keep building trust in jurisdictions between industry and regulators -
sectors must be willing to merge and collaborate across the board.

There should be an entity in charge of managing Open Data ecosystems.

Focus on liability - there are currently no clear remediation standards in
place in the Open Data ecosystem.
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What can we do together as a community of stakeholders?

Encourage collaboration amongst the financial industry, international
organisations, and relevant public sector stakeholders.

Help to advance the development of Open Data systems, consistent standards
with domestic regulatory control, and common open data principles that can be
applied across the region.

As a first step, we suggest that conveners identify use cases to be prioritised for
standardisation, such as, for example, interoperable digital ID systems and bank
account and transaction information, as well as ways to promote the
implementation of standards in member economies.

It can be expensive to implement sudden changes - prioritise what needs to be
done first.

Good to start with a foundation built from a digital identity platform as this
reduces industry costs.

e Build for Accessibility, Scalability and
Interoperability.

e Build the framework so its adaptable
once a system is staring to be used new
data points will emerge and, with that,
refinements of the system
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Conclusion

The Open Data ecosystem is a complex framework that requires diligence in its
management.

Banks, fintechs and other institutions must navigate this space with consideration
given to consumers, first and foremost.

From the discussions at this workshop, as
documented in this report, it is clear that
there is a drive towards standardisation,
reciprocity, cross-sector merging, updated
security for consumers and appropriate
technological application. All these factors
are necessary for fulfilling the big picture
target: interoperability.

The FSB has indicated that the three overall, interconnected, themes that have been
identified for orienting and focusing the next phase of the Roadmap are:

1.Payment system interoperability and extension
2.Legal, regulatory and supervisory frameworks
3.Cross-border data exchange and message standards

These three themes will inform the work of the next Open Data Workshop planned
for 10 February, 2022.

About the author
Jennifer Harrison

Jennifer is based in Sydney and is a specialist in public relations,
media and external communications for fintech ventures. She has
a keen interest in financial innovation, especially how technology
can improve financial inclusion. Jennifer is a Co-Founder of the
EPA Asia sponsored "Meet-Her She Knows Payments" project that
is closing the gender gap in thought leadership in the global
payments industry.
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Agenda
OPENING PROCEEDINGS
Welcome Remarks on behalf of EPA Asia

) Ms. Camilla Bullock, CEO, EPA Asia

14:00-14.15 Welcome on APFF
Mr. Kobsak Duangdee, Secretary General, Thai Bankers' Association
and Chair, Asia-Pacific Financial Forum
Introduction

1415-1430 Two Case Studies UK and Brazil one story about an Open Data
Ecosystem Evolving Landscape
Moderator: Ms. Jamie Leach

1415-1425 Mr. Ralph Bragg, Founder and CTO, Raidiam

1425-1430 Discussion
SESSION 1
From Open Banking to Open Data: The Evolving Landscape

1430-1500 Comparing different markets - regulation-driven vs market-driven and
the current status of the market with reflections of pros and cons of
that approach.
Moderator: Mrs. Jamie Leach

1430-1435 Mr. Novyanto, Deputy Director, Payment System Policy Department,
Bank Indonesia

1435-1440 Mr. Ken Chua, Deputy Director, Fintech Infrastructure Office, Monetary
Authority of Singapore
Ms.Emily Martin Assistant Secretary, Policy and Engagement Branch,

1440-1445 The Treasury

1445 - 1450 Questions by Moderator

1450-1500 Discussion
Introduction & Fireside Chat:

1500-1530 What is the experience in Europe? Is it as easy as PSD1,2,3?
Presenter: Mrs. Nilixa Devlukia + Mr. Ralph Bragg, Founder and CTO,
Raidiam + Mr Hetal Popat, Open Banking Director, HSBC
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Agenda
SESSION 2
1530-1600 Plan For Forever Whilst Building Now - What The Perfect
Ecosystem Could Look Like
Moderator: Mr. Daniel Wu, Head of Financial Services AWS
1530-1535 From a Banking Perspective
Mr. Brad Carr Executive, Digital Data & Analytics Governance and
Industry Engagement NAB
1535-1540 From Cross Sector Perspective
Mr.lvan Mortimer-Schutts, Payments Specialist, World Bank
1540-1545 From a Platform Perspective
Mr. Yinfan Zhang Director Intl Public Policy & Gov Affairs Ant Group
1545-1600 Discussion
SESSION 3
1600-1630 How to create an ecosystem for consumers - Sharing and

protecting. what are the incentives? What needs to be regulated?
Moderator: Mr. Saurabh Shula, Director (Technology), KPMG Australia

16:10-16:30 Discussion

Closing & Fireside Chat:
A practical Discussion - Where To Start
Presenter: Mrs. Nilixa Devlukia + EPA

16:30-1645

CLOSING - A Practical Discussion of Where To Start

Closing Remarks on behalf of EPA Asia

1645-1700 Mr. Camilla Bullock, CEO, EPA Asia

Closing Remarks on behalf of APFF

Mr. Julius Caesar Parejas, Ph.D Coordinator, Asia-Pacific Financial
Forum / APFF

EMERGING PAYMENTS ASSOCIATION ASIA pg 17



Expert Participants

Camilla Bullock
CEO, EPA Asia

Novyanto
Head of Strategic
Support, Central

Bank of Indonesia

Daniel Wu
Head of Financial
Services, Public
Policy, Asia Amazon
Web Services

Hetal Popat
Open Banking
Director, HSBC

Kobsak Duangdee
Secretary General, Thai
Bankers’ Association &

Chair, APFF

Ken Chua,
Fintech Infrastructure
Office, Monetary
Authority of Singapore

Brad Carr
Executive, Digital
Data & Analytics

Governance & Industry
Engagement, NAB

EMERGING PAYMENTS ASSOCIATION ASIA

Saurabh Shukla
Director Technology,
KPMG Australia

Jamie Leach
Domain Lead,
Regulated Data,
Cuscal Limited

Emily Martin
Assistant Secretary, Policy
and Engagement Branch,
Commonwealth Treasury

Ivan Mortimer-Schutts
Digital Financial
Services and Payments
Sector Specialist,
World Bank IFC

Ralph Bragg
Founder & CTO, Raidiam

Nilixa Devlukia
Ambassador EPAA,
Founder Payments

Solved

Yinfan Zhang
Director, International
Public Policy & Gov
Affairs, Ant Group

Julius Caesar Parrefias
Ph.D Coordinator, Asia
Pacific Financial Forum




We always turn to our community for
thought leadership

Thank you

® APFF

Asia-Pacific Financial Forum

ASEAN
Bankers Association

APEC Business Advisory Council
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The Asia-Pacific Financial Forum is a
platform for public-private collaboration
to accelerate the development of robust
and integrated financial markets in the
APEC region. The APFF responds to the
need for active collaboration among policy
makers, regulators and experts from
industry and international and academic
organizations to address key issues.

The ASEAN Bankers Association aims to
raise the profile of the ASEAN banking
community and strengthen the 'voice' of
policy advocacy efforts. By contributing to
the ASEAN Economic Community, ABA
aims to provide private sector support,
share banking 'know-how', provide
education on banking practices amongst
member countries and promote active
collaboration of ASEAN banking
institutions.

The APEC Business Advisory Council is the
private-sector arm of the Asia-Pacific
Economic Cooperation. The council
advises Leaders and other APEC officials
on issues of interest and responds to
requests from various APEC sub-groups for
information about the business
perspective of specific areas of
cooperation.




