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Impact of the Ukrainian crisis on the payment industry

The Russian invasion of Ukraine triggered a set of unprecedented sanctions from the
West, and the “court of popular opinion” made several companies leave the Russian
market. Companies from Visa to Starbucks, Apple to IKEA and many more “paused” their
Russian operations. Perhaps the Western government's most “unprecedented” decision
was to remove some banks from the Swift network; that made international payments to
and from Russia extremely more complicated, almost impossible.

The Swift ban involves seven Russian banks (their bitcode was disconnected on March
12th) and three banks from Belarus (as of March 20th); the ban also involves their
branches, subsidiaries, etc. Being removed from the Swift messaging system means that
no payment or FX transaction with one of these banks can be settled using Swift.

The impact on the market has been substantial; the Ukrainian FX market has been
shocked by the war; the Russian market received a massive hit by the sanctions and the
disconnection of Swift bitcode from banks that were the principal payment intermediary
in Russia. Undoubtedly, removal from Swift was one of the contributing factors to the
huge drop in the value of the rouble. The war has also destabilised the commodity
market; energy prices were not the only ones that increased rapidly or fluctuated wildly;
the LME took the unprecedented decision to close the nickel market.

There is a concern that Russia may use crypto assets to sidestep sanctions. This concern
alone has complicated the relationship between certain crypto assets provider and
some of the centralised exchanges, regulators, and governments. This concern has also
accelerated the pace of regulatory change. In a meeting of EU ministers, there was a
general agreement to make digital assets and crypto a top priority in a future regulatory
landscape. President Biden is likely to sign an executive order bringing in regulations
around crypto. It is not a change of direction; the idea of regulating cryptocurrencies and
digital assets was already there.

The past few weeks' events focused the minds of governments and regulators who
decided to discuss the subject sooner rather than later. In any case, the size of the
Russian economy is such that at some point, cryptocurrencies would have to be
converted into fiat currencies. That final step would be within the scope of the sanctions.
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Indirect transfers via territory that are not (or not yet) participating in sanctions
against Russia, such as the Central Asian Republic, would probably hit
secondary sanction enforcements. Both European countries and the United
States have several precedents of domestic branches of international
companies being fined because Head Quarters or another branch have
circumvented sanctions effective in the US or in the specific European Country
where the branch was based, but the transaction was perfectly legal in the
country where the parent company or the other branch was based.

If you are a financial conglomerate based in the UK with a presence in China,
you may be tempted to circumvent the sanctions. Still, sanctions introduced in
the US, the UK and the EU are legal obligations. If you operate in those
jurisdictions, you must comply with all the legal obligations of that territory.
Your legal and reputational risks are very high if you do not.

In recent weeks, there has been a significant escalation in cyber-attacks. It may
not be related to the war, but it is an interesting coincidence if it is not.
According to Ross Knapp, Head of CFCC Advisory, Financial Markets Macro, at
Standard Chartered, most of those attacks come from so-called patriotic
hacking activities rather than being nation-state driven.

Attacks perpetrated by patriotic activists
or Hacktivists are relatively
unsophisticated; the vast majority are
denial of service attacks (where a large
volume of data overloads the websites) or
website defacement (where a website
content is changed to display some sort
of political message). They tend to exploit
known vulnerabilities for which patches
have existed for many months; therefore,
the best defence for an organisation is
still an efficient vulnerability management program. Hacktivists are active on
both sides of the conflict; for instance, hackers may choose to target brands
that have shut down or paused operations in Russia. Their actions may be
perceived as anti-Russian, which could turn them into targets.
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Nation-states are more sophisticated in their attacks; for instance, a Ukraine
Government website could be compromised and used as “watering hole”,
meaning the website is compromised to compromise other entities. So, a
Ukrainian company may access that website as part of the normal conduct of
their business and become compromised just by accessing that government
website.

The example describes a so-called “collateral attack”; such attacks are likely to
be more common at this stage; they may also be more challenging to be
identified as “nation-state attacks”. NATO secretary Hans Stollenberg stated
that a cyber-attack from a nation state against a NATO country could be enough
to trigger NATO's Article Five, the mutual defence commitment. Therefore, a
clearly identified “nation-state” attack on a western company would ultimately
trigger NATO intervention.

Ross Knapp also said that there would
likely be some profound changes to the
longer-term cyber threat landscape. The
sanctions placed on Russia are, of course,
severe, drastically limiting access to
markets and technology, things that we
take for granted, like our iPhones are no
longer available for purchase in Russia.
The focus of cyber operations and
capability will  move towards highly
targeted and covert acquisition of
confidential ~material and intellectual
property to effectively replicate what is
not available in Russia.

Now, much of what we are seeing is confined to the battlefield. There are signs
this is starting to spill over into other areas and verticals, but the activity
remains relatively unsophisticated. At the moment, a reasonably mature
cybersecurity program will protect you against the current threats. We need to
prepare for much more sophisticated and targeted attacks more aligned to
things like economic and corporate espionage in the longer term.
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Governments have also sanctioned specific politically exposed individuals,
which, under current financial rules, means that sanctions are also extended to
people connected to them (siblings, partners, children, stepchildren, etc.), their
business and possibly any business where they hold a controlling stake.

Such rules are complex and sometimes not fully understood by the general
public; one of the individuals subject to sanctions in the UK is Roman
Abramovich, known to be the owner of the Chelsea F.C. team. Some people
wondered whether they were allowed to buy tickets for Chelsea F.C. matches.
KYC and AML processes should already cover politically exposed individuals;
there are several further problems associated with the specific individuals.
Oligarchs’ names are in Russian, i.e., in the Cyrillic alphabet, the so-called
“West” uses transliteration. Roman Abramovich transliteration has few possible
variations, if any, but if we take another example, Alexei Mordashov, there are
many possible variations, and therefore transliterations, of his first name.
Alexei could become Alexi, for instance.

Moreover, Russian oligarchs have become adept at hiding their assets behind
companies based in various offshore centres; finding the ultimate beneficiary of
a company based in a Caribbean Island may require a lot of work. Ultimately,
Fintech CEOs and CEOs of other financial companies will have to ask their
compliance officers or compliance advisors before taking specific steps. This
involves more than just FX payments, financial companies or companies that
used to do (or still do) business with Russia and Belarus, companies who do
business with a connected person or company may be affected as well.

Although the United States, Canada, the
UK, and the EU all agreed on extending

sanctions, specific details may vary,
especially when it comes to sanctioned
individuals. Keeping track of politically
exposed persons, their assets and all the
persons connected to them will take a
lot of compliance department time in the
near future. If the situation in Ukraine

persists beyond the mid-term,
sanction-busting routes may emerge. Governments may react by expanding

the geographic coverage of the sanctions or by tighter monitoring of
compliance. CEOs must continue to monitor the situation carefully.
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ComplyAdvantage provides Al-driven financial crime risk data and
detection technology by automating manual labor-intensive
processes, to significantly minimise false-positive hit rate.
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