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The lifeblood of any economy is commerce or trade

Our lives in terms of how we access goods and services have now become so tightly
enmeshed with technology, from social media to online commerce to media and
entertainment, that there is no sector of the economy that is not impacted by technology.
And mobile apps and websites are still the two main channels for both buyers and sellers to
transact business.

From a cyber security perspective many
websites and mobile apps are still
immature despite decades since the
world discovered online/www in the mid
1990's. Mobile/smart phones continue to
improve using Facial D, voiceprints,
fingerprints, other biometrics, and
sophisticated methods such as
multifactor authentication. Even TV's have
now gone online and have become a
channel for shopping. And yet many
websites still can't maintain security
certificates up to date.

In a world where a greater proportion of commerce is shifting online increasingly quickly,
issues concerning security and payments must be addressed. Customers deserve a smooth
user experience, access to fraud-free transactions, and fewer or no declined transactions.

In our quest to improve the security and safety of payments for websites and mobile apps
we have been talking to major companies such as Uber, Akamai, and AirPlus. The main
themes were clear.

Usability is Key

Many vendors/suppliers are keen to implement more sophisticated and better security but
cannot do so if usability and access are impacted, because they fear customers will go
somewhere else resulting in revenue decline. That is logical. However, there are ways this
can addressed:

1. Usability labs - test proposed security measures with real customers. Obtain their
feedback and suggestion and incorporate into proposed solution.

2. Minimize overheads (in terms of data collected, and actions/clicks) to the minimum
necessary to improve security, and

3. Educate/promote security and the associated benefits to the market. Use security as a
competitive advantage.
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Tokenization

For example, using a one-time token or
unique identifier to gain access or execute a
transaction. Tokenization, like encryption, is
a way of securing data in transit and at rest
but is less vulnerable to hacking then
encryption. For  real-time  payment
environments, tokenization is probably
becoming the protection method of choice
for many major retailers, banks, insurance
and credit card companies because it offers
better protection with minimal impact on processing speed. By using an easy-to-implement
tokenization solution to create an extra layer of protection for payments, organizations are
able to maintain a high level of service to meet their customers’ expectations.

More importantly, this is a solution that even small and midsize businesses can afford to
enhance the security of payments e-commerce transactions, while minimizing the cost and
complexity of compliance with industry standards and government regulations. And,
tokenization can be implemented with minimal changes to legacy systems.

Embedded Invisible Security

Many organizations are discovering they can improve customer services by implementing
cyber security in an embedded invisible manner. There are many ways of achieving this
including:

1. RASP - Runtime Application Self-Protection is linked to an application's runtime
environment. This is a more advanced real-time defense against a range of threats. Best
part is that if implemented correctly it is completely invisible to the customer. This is a
way of protecting apps and API's that can make a major difference reducing
vulnerabilities.

2. Micro segmentation is an emerging cyber security best practice that offers significant
advantages compared to older network and application segmentation solutions and
techniques. Micro segmentation separates security controls from the underlying
infrastructure and allows organizations to extend protection and visibility. It works
especially well in a world where most companies use the cloud and there is no longer a
clear easy-to-discern network perimeter.

3. Ransomware protection and BOT Defence are now basic level security that sellers simply
have to implement and use in a way that is completely invisible to customers. Of course,
it is impossible to completely eliminate risk completely. This is the cost of staying in
business and protecting customers and staff.
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Of course, there is more. Those organizations that leverage cyber security to obtain a
marketing advantage positioning as a safer alternative to their competitors will gain an

advantage in the marketplace.

Streamline, Simplify and Improve Customer Offers

Author
Sorin Toma

EMERGING PAYMENTS ASSOCIATION ASIA

Ultimately there is no magic. Companies
that want to excel and outperform their
competitors will focus on providing
customers with greater value. And the
customer value proposition includes
better customer security or safety. The
solution to improving cyber security for
websites and mobile apps must include
advanced technology, but also a
dedication to customers, focus on lower
risk, and an understanding of culture. We
have the technology. But the rest is up to
each and everyone of us.

Sorin is a senior certified cyber security and IT professional focused
on governance, strategy, risk, and advisory in a digital business
transformation context. He works with business leaders to position
organisations for a digital future and deliver an enhanced cyber
security posture.



We always turn to our members for thought leadership

Thank you
In collaboration with Akamai is the world’'s most distributed
compute platform — from cloud to
edge — making it easy for businesses
—— to develop and run applications, while

keeping experiences closer to users
and threats farther away. Akamai
powers & protects life online, trusted
by leading brands worldwide.
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