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Identity Proofing
Verifying the legitimacy of the new applicant’s identity is called identity proofing.

Identity proofing serves to ensure the individual who attempts to open a new account or
signup for a new service is the person they represent themselves to be. Identity proofing
typically has two aspects:

* ldentity validation—Does this identity exist”? Prevent criminals using synthetic identities
to open accounts.

* ldentity verification—Does the identity presented belong to the person presenting it?
Stop criminals using stolen identities to open accounts/signup for a service.

There are a number of drivers that make this necessary, including:

+ Fraud prevention. Those using synthetic or stolen identities intend to use them to steal
either directly from the account they are opening, or by building up a credit record with that
organization that gives them a gateway to accounts where potential gains are greater.

+  Compliance with financial crime regulation. Regulation intended to tackle crime such as
money laundering, terrorist financing, or tax evasion requires client due diligence checks.
These checks mean that you must know your customer (KYC) and be able to identify
when not to provide services because of sanctions or when to take extra caution, as in
the case of politically exposed persons (PEPs).

+  Compliance with regulation that restricts access to products or services—for example,

age verification.
Digital Identity (DiD) Operational Framework




Technology issues on the selection of type of Digital Identity Credentials to be issued

Once an individual's civil registry data and biometrics are captured and verified, a Digital
|dentity or electronic credential can be issued for the individual. Whether to issue a physical
(cards) or digital only credential (a Unique Identification Number or UIN) needs to be
considered based on cost, efficiency and security. The following are the types of Digital
|dentity credentials that could be issues to individuals.

Only Digital credential - a Unigue Identification Number or UIN that is issued on a low cost
laminated paper

Low-end Cards - cards printed on PVC (plastic) with a magnetic stripe (contains the
digital UIN)

High-end Cards - Smartcards with an embedded computer Chip and/or contactless tap
and go chip

Mobile credential - the credential is stored on a special SIM or in a secure chip on the
mobile smartphone

The following table shows a comparison of the different types of digital credentials issued
focusing on cost and security trade-offs for offline and online transactions.
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Cost and Security Considerations for Types of Digital Credentials

(zero cost)

UIN (printed on some low-cost
medium).

Card Type Description Security
No Physical Identity is asserted through the Offline: no mechanism is provided.
Credential Online: authentication via online identity

services?

Low-End Cards
(low cost)

Such as cards printed on PVC, Teslon
and other low-cost substrates. Can
contain the UIN in a magnetic strip,
which serves as a data pointer to the
central identity record in the NIR

Offline: can support a reasonable set of
physical security features that give moderate
protection against forgery.

Online: pointer in magnetic strip could
connect identity to online identity services
for authentication.

High-End
Cards (high
cost)

Includes single-as well as multi-
application smartcards on a high-end
durable medium such as
polycarbonate.

Offline: can support a high degree of
security using laser engraving
personalisation, which is harder to forge.
Offline Electronic: using a smartcard
reader, which reads the data on the card
and verifies against the live person (verifies
biometrics, or requires PIN) without
needing to reach a central database online.
Online: In the absence of a card reader, the
card can serve as a pointer to an identity
record and identity can be verified via the
online services.

Mobile
Credential
(low cost)

The credential is carried on a special
SIM on the mobile or smart phone

Source - World Bank Digital Identity Toolkit

Offline: no natural mechanism, unless an
application can be used to securely read the
credential on the phone along with a
mechanism for strong authentication.
Online: credential can be authenticated
through online services using strong
authentication with or without biometrics
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Some countries like Estonia and Ghana have issued high end smartcards with chip and
photograph on the cards. Others like India have issued a 12 digit unique ID number called
Aadhaar number. The Aadhaar number can be verified online with the issuing authority
UIDAI. Refer to Section 3 of this document.

Structure of the Unique Identification Number or UIN

From both an issuance and usage of Digital Identity, the Unique Identification Number or
UIN is the central component of the individual's identity. Hence, designing a UIN is critical to
the Digital Identity system.

To design an effective UIN, a technical analysis is often needed. This includes deciding if the
number codes certain immutable information about its bearer or not; and if it does not,
whether it will be a serial number or a completely random number. As can be seen from
the Table below, some countries have opted to code information such as gender, date of
birth (DoB), district of birth, etc. There are obvious advantages to such coding, but also
potentially some dangers. For example, the UIN can reveal information that could be used
for discrimination, profiling, and social exclusion.

This is of particular concern when the UIN is used for signing up for services. Service
providers could decide to price their services or restrict their availability, depending
on certain digits in the UIN. In addition, a structured number makes it easier for fraud
perpetrators to guess the number (or at least narrow down the range of possibilities)
starting with a few known facts about its bearer (i.e., through social engineering).

Country UIN Name Digits Information Coded
Gambia National Identification Number (NIN) | 11 Place of bir,\ltgfdzf;ﬁt;f issuance;
Nigeria National Identification Number (NIN) | 11 No apparent code
South Africa | |dentity Document Number 13 Date of birth; Gender; Citizenship
India Unigue ID Number or Aadhaar 11 None, Totally random
Indonesia Nomor Induk Kependudukan (NIK) 16 Date of birth; Place of issuance
Pakistan National Identity Card (NIC) Number | 13 Gender; Locality
Estonia Personal Identification Code 11 Gender; Century of birth
Latvia Personal Code 11 Date of birth

Source - World Bank Digital Identity Toolkit
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In the case where the UIN is generated with no information, a serial number is mildly easier
to issue, from a technical standpoint. It can also give a sense of when enrollment took
place, since lower numbers would have been issued earlier.

Another key UIN decision is the number of digits to be used. The number of digits selected
should provide for more than enough UINs to comfortably accommodate all new births
expected for the foreseeable future in the country (on a scale of S0 to 100 years).
Typically, this puts the number anywhere between 11 and 16 digits (including a control digit),
which should be sufficient for most countries in the world.

Also, the UIN could provide a mechanism for identity authentication through a PIN. This can
be implemented by adding some hidden digits, say four or six digits, to the UIN as shown
below. The PIN can be set by the individual and can become a part of the UIN assigned

to the individual's identity and stored in the national database. The PIN can be used to
verify the identity of the bearer in circumstances where biometrics are not practical

or are not available. Clearly, this would provide weaker confidence in the identity of the
bearer (especially for non-repudiation purposes) and hence would be used for lower-risk
transactions, in accordance with the country’s risk management model. For example, a
citizen interacting with a government agency via a mobile device may be required to supply
his or her UIN and, in addition, authenticate himself or herself by providing the PIN, which
could be sufficient for requesting routine documents. This is convenient, since it allows

this individual to use a mobile device that is not equipped with a fingerprint reader, for
example. Such mobile devices are the older USSD devices (e.g. Nokia) compared the newer
smartphones (e.g. Apple, Samsung).

Sample uncoded UIN Structure for Digital Identity

XXXX .oo XXXX C LR

\ ~ - - —
10-15 Digits Serial Hash or Personal

or Random Control Identification

Number Digit Number (PIN)

Source - World Bank analysis

Note: The hash digit (or checksum), is designed to identify common errors when typing or
exchanging the UIN (e.g., Luhn checksum algorithm in the public domain and specified in
ISO/IEC 7812 standard pertaining to ID card).

Source - World Bank Digital Identity Toolkit
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Digital Identity, Authentication and Access Management

Customer identity management runs through the customer lifecycle. Wherever the
questions “who is this?" or “is this my customer?” are asked, CIM helps to provide the
answers. In the following graphical depiction of a customer journey, the tasks are divided
between CIM and IAM, reflecting the areas responsible for delivering them: IT security for
IAM and compliance/financial crime prevention/legal for CIM.

The customer applies for an account either online or in-branch and their identity is checked
as part of the application process. Some businesses may use network analytics to check
for links to known criminals in addition to scanning for adverse information and confirming
documentary evidence. At the point the account is set up, the customer should be enrolled
or bound to authentication factors, allowing them to prove easily who they are when they
come back. As part of this onboarding, they will be allowed access to customer-facing
systems that help them manage their account, including customer services.

When the customer transacts, the organization not only checks whether they are the
same customer, but also their ability to make the transaction, especially in a commercial
environment where multiple approvals may be needed. The organization also checks the
transaction itself, which will be related to the customer’s previous transaction history.

It is clear that both CIM and IAM are required to secure the transactions and the
customer’s account and comply with regulation.

Account Account Account Ongoing
Application KYC/CDD Opening Login Transaction KYC/CDD

o I\

Customer Identity Management
Identity Customer Account Transaction Identity
Proofing Screening Set-Up Monitoring Proofing
Fraud Network Risk Customer
Prevention Analytics Assessment Screening
Enrqlmgnt Custo-mer: Authorisation
& Binding Authentication
Access Malware
Permissions Detection

Identity & Access Management

Throughout the customer lifecycle, IAM and CIM play key roles in protecting the business. This diagram shows some of the key activities and where they fit.
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Digital identity is now the confluence of identity attributes (Cl - customer identity), and the
systems used to authenticate them (AM - access monogement). CIAM is therefore not
only about the underlying attributes and assertions behind an identity, but also relies on
the capacity to authenticate the bona-fides of the “actor” that is operating on behalf of
this digital identity at any given point in time.

Authentication Modalities

As noted earlier, authentication is the act of proving “who you are”. In digital identity
systems, this gives the capacity to operate on an underlying identity, knowing that the
actor initiating the process is the rightful owner, and potential operator of the data.

Digital authentication technology is numerous, and these technologies can be categorized
under 3 primary “factors™

1. Knowledge Factors - Something you know, e.g,, a password
2. Possession Factors - Something you have, e.g, a mobile phone, or OTP Token

3. Inherence Factors - Something you are, e.g., biometrics, as discussed in earlier section.

@ TOUCH ID

( *xkkkkkrx )

Step 1: Step 2: Step 3:
Username and Token or PIN Fingerprint or
Password Entered Entered Biometric Verified

These factors all have pros and cons, from both a usability, and a security perspective.
An indeed, it is now well understood that best practice authentication mandates at least
2 of these factors in conjunction (also known as 2FA - Two Factor Authentcation, or MFA
- Multi-factor authentication).

Older style trust factors, such as single PIN, or password, are no longer deemed secure
enough to perform any action of reasonable consequence. Additionally, common 2FA

processes that are unfortunately still widely in use today, such as SMS OTP, also carry a
range deficiencies that are easily attacked, making this modality particularly exploitable,

and the data it protects, vulnerable.
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In today’s modern world, with relatively high uptake of smartphones, significantly high levels
of authentication trust can be achieved without the provisioning of hardware security
devices. For example, being able to execute an MFA (a biometric authentication on a
known trusted smartphone), meets the requirements for both possession and inherence
factors in a single event, and underpin reasonably strong demands as we see in such
frameworks as the PSD2 SCA (The EU’s Payment Services Directive 2 - Strong Customer
Authentication).

Authentication Standards

What is an authentication event on its own, and how can it be trusted? The first questions
that are typically raised are:

* Where did the authentication event occur?
+ In what way, and with what credentials?
+  How were these credentials originally provisioned? Under what context?

Who is consuming the authentication event, and for what reason?

Underpinning all of these (non-exhaustive) questions, is the concept of trust. Trust that
System A is able to look to the assertions of System B, and deem those processes as
immediately consumable, and to a level within a set risk appetite. Something may have
authenticated somebody, but that alone doesn’'t mean very much without context.

To make this process easier, open authentication standards have matured quite solidly
over the last 15-20 years, and these standards provide a means for various interoperable
systems to quantify the units of trust, and to provide messaging standards to enable a
common language to express that trust (and the underlying data that is usable within that
trust context).

Two primary protocols have stood out for this, and they are:

- OAuth (Open Authorization) - (https://oauth.net/2)

+ OpenlD Connect (An authentication protocol built on top of OAuth in (1) above) -
(https://openid.net)

Within the realms of digital identity, you will see these standards almost exclusively, and
they have certainly become the established lingua franca of digital identity authentication
and identity data messaging across the globe.

These two standards come with a range of sub-standards (known as profiles), that
further engage with channel types more specifically, efficiently, and with greater degrees
of precision. For example, web application vs. native mobile applications (security attack
vectors, coupled with available platform features), or back channel server to server
communications, and the like.
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Indeed, we can see the further concrete support for these protocols playing out in
recent examples of Open APl initiatives, such as the EU's Open Banking (OB) programme,
and Australia’s Consumer Data Right (CDR) project, as examples. The latter eventually
standardising on the outcomes eventually agreed on for the Open Banking programme
before it. This final standard, known as the Financial Grade API (or FAPI), is now an
endorsed and standardised protocol, published back into the OpenlD Connect suite of
profiles itself.

Adaptive Risk and Trust

With an ability to operate on identity in the digital world, comes the necessary need to
secure the use of the data with extreme confidence. As discussed above, the science
of authentication is clearly a necessary counterpart capability to enabling active digital
identity use.

However, even with discussion of the above technologies and frameworks used to enable
the capability of authentication, single event authentication alone is arguably not enough.
One might well be able to log into a bank and perform a transaction, but digital identity
across of range of contexts traverses more than a single system, epoch, and trust
boundary. The question then is, was the original authentication event still suitable to assert
trust across an entire spectrum of touchpoints, over an arbitrary period of time”? Modern
perspectives on this question arrive at a fairly clear answer. No.

Two countermeasures to tackle this conundrum have since been put forward in the last
decade by Gartner:

Zero Trust Frameworks

- Continuous Adaptive Risk and Trust Assessment (CARTA)

Zero Trust Frameworks essentially takes the view, that at any given point in time, trust
nothing. One must re-evaluate trust in the context of what is being done at the time. In
and of itself, Zero Trust frameworks have particular applicability at lower levels of the
technology stack, such as at the network level, or at domain and application boundaries.

However, CARTA, a concept built on top of Zero Trust, is more specifically suitable to digital
identity ecosystems, in that it can be applied conceptually at all the layers of digital identity
assertion, and at the points of consumption.

The concept of Continuos Adaptive Risk and Trust Assessment means that when you are
performing an operation, evaluate the security context at that point in time, and demand
a re-assertion of that security context if required. For example, if I'm working with a digital
identity based application, and | have logged in (20 minutes ago from an IP address in
Manila), and now I'm trying to submit a new tax submission to my government, but now the
IP address appears to be coming from Hong Kong, then the adaptive risk component goes
up, and the possibility of an authentication reassertion goes with it.
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Adaptive Access Protection

POLICY
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Investigate and Contain/mitigate risk
respond to exceptions

Manage Usage Verify Usage
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4a.iv. DiD Trust, Privacy, Security and Consent Management

Digital Identity system requires putting in place an elaborate set of safeguards that falll
under the heading of trust, privacy, and security. Collectively, these are intended to ensure
that the system operates within the boundaries of the low, does not violate people’s rights,
and is protected from abuse, risks, and vulnerabilities, so that it can earn the confidence of
those who rely onit.

Trust

Building trust in the system is an important objective of a critical infrastructure program
such as Digital Identity that different parties rely on. These parties include: the identified
persons who are providing their data during enroliment and use; the partner government
agencies that require system access for their eKYC and to provide services to their people;
and the private entities relying on Digital Identity to conduct commerce or to provide
services. For an Digital Identity program to work well, all parties must be convinced of the
integrity of the overall system. Unfortunately, building trust is challenging, as it takes a
significant effort to earn, yet it can be lost easily without safeguards. In addition, trust is
not always fact-based; perception at times is as much of a factor as reality.

The Table below provides a summary of some of the more important issues that a Digital
Identity program needs to address in order to earn and retain trust. These come from
lessons learned from similar programs around the world. The list is intended to create a
starting point for an internal planning dialogue in a country that could culminate into an
identity assurance strategy for the country. For example, in order to promote trust, some
countries have granted individuals a “right to view” all data that is being retained by the
government about them. The topic of trust cannot be separated from the operational
controls that have to be put in place, as discussed in the next section.
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Building Trust in a Digital Identity System

Trust Element

Key Considerations

Registration
Integrity

This is a crucial element in the chain of trust. The registration process should ensure that
only legitimate identities are able to enrol.

Required Measures:
e Assurance of captured data integrity at the enrolment centres and during

transmission to prevent alternations, substitutions, or other manipulations.
When using biometrics, controlling captured image quality as measured metrics such
as NIST NFIQ for fingerprints or ICAO face image quality 19794-5. If image quality is
not kept high, fraud perpetrators could attempt evasion by intentionally providing
bad-quality samples, since match accuracy is directly related to quality.
Matching accuracy of ABIS, if used, in the backend system should be high enough that
(together with deterrence) it can lead to practically zero duplicate enrolments.

Trusted
Credential

The digital credential as well as the physical proxy should be virtually impossible to
fabricate outside the NIA process.
Required Measures:
e Mature and consistent information security, digital signature, certificate management,
and encryption practices that leave no loopholes.

¢ Minimum security requirements for any medium that will carry the credential, such as
smartcards or mobile phones

Identity
Assurance

Relying parties need to be assured that the person conducting a transaction is who he
claims to be and not someone who stole a legitimate identity.

Required Measures:

Strong authentication: multifactor or biometric 1:1 match

Combating
Malfeasance
(Human
Factors)

Preventing the issuance of true-false identity, where a human operator could issue a
genuine document for a false identity due to bribe or coercion.
Required Measures:

» Supervised procedures and technology to limit the ability of enroliment agents to
fabricate fake enrollment data (often by presenting wrong sequence of fingers, or by
mixing and matching fingers from multiple people including their own as they
reconstitute the 10-print).

Internal controls at the NIA to ensure that no single operator is capable of
surreptitiously modifying or enrolling identity records without supervisor approval.

* A higher standard for screening of new hires and ongoing monitoring of agents

Data Protection
and Security

The public should be assured that their data at the NIR is protected against unauthorised
access, including external (hacking), internal (rogue employee), as well as organised
mission creep.
Required Measures:

¢ Information security measures that emphasise strong data rights management.

* Physical security measures to protect data centres.

« |dentity data segregation.

e Enforced internal policy and procedures for access.

¢ Public policy on data use.

Trust Model

Underlying the elD program, there is technology for trusted communication. This
includes enabling authentication for access to online services, digital signature for
commitment and non-repudiation, and encryption to secure transmission of
transactions. Not only technical measures have to be in place, but also clearly defined
responsibilities and liabilities of the authority providing this trust (e.g., CA) should be set
in a Legal Act.

Source - World Bank Digital Identity Toolkit
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Privacy

Privacy is the ability of individuals or a group to free themselves or the information about
themselves from being observed, thereby controlling what information they reveal to
others (also referred to as the “right to be left alone”). The boundaries and content of
what is considered private differ among cultures, individuals, and nations and are changing
with the evolution of the Internet and social media. Nevertheless, privacy concerns are
evoked universally by data-centric programs such as Digital Identity, and, if not addressed
correctly from the outset, could jeopardize their success. The Digital Identity system
generates sensitive data during enrollment and when it is used to enable the actions of its
holder (audit trail of transactions). More precisely, Digital Identity evokes privacy concerns
primarily for the following reasons:

Enrollment Data: the Digital Identity registration process requires the collection of
significant amounts of personally identifying information (PIl) for validation and vetting, as
previously explained. The collection of such information by its very nature is invasive to
privacy. Pll includes information that people generally consider private.

The Central Database: not only does the Digital Identity system capture Pl during
enrollment, it consolidates that data into central repositories to guard against duplicative
registration and to deliver identity services. Having a roster of all individuals in a country in
a central repository creates significant concerns of security, exploitation, and misuse.

The UIN: the use of the Unigue Identity Number as an administrative tool to manage
identity evokes privacy concerns, since it enables the linking of disparate information about
an individual across databases, which a priori are not linked. Linkage deepens the insight
into an individual, since the sum of data is more invasive than its individual parts.

Digital Audit Trail: Over time, if the Digital Identity program is successful, it would become
pervasive; it would enable a dominant number of the population’s daily actions. Such
massive reliance on a unique and traceable ID produces a significant amount of data
exhaust in the form of an audit trail of actions, which can easily accumulate in digital

trail databases without the user's intervention or knowledge. These can be mega-sized
databases and may contain biometric data, personal directory data, locational data,
device identifiers, transaction details and other PII, which are not the direct outcome of
controlled enroliment but a byproduct of identity-facilitated use.

In addition to the potential for privacy invasion, there is the perception of loss of control.
The consolidation of massive amounts of data could be perceived as giving to one entity
(government, in our case) an instrument that could be used to control the individual and
the population. For example, if a log of the Digital Identity activities is retained, it could
evolve into a surveillance program, with significant risks to the adoption of Digital Identity
and to people’s privacy.

In order to avoid the potential privacy pitfalls of Digital Identity program, suitable protective
measures need to be put in place. Some of the options are listed in the Table below.
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To start with, privacy-specific legislation forms the foundation of a pro-privacy
environment. The legislative acts can pertain to specific applications or verticals (such

as healthcare, financial sector, etc.), or they can be omnibus and recognize privacy as

a right covered in any context. Often, the act that leads to the creation of the Digital
Identity program references and supplements such privacy laws. On this legal foundation,
a government can build a series of measures, similar to those first articulated by the US
Federal Trade Commission (FTC) as far back as in 1398, and are collectively referred to
as Fair Information Practice Principles (FIPPs). These were the result of the FTC's inquiry
into the way online entities collect and use information and represent general safeguards
to assure adequate information privacy. Though slightly dated, these principles embody
the four protection principles for privacy in the electronic marketplace, which are Access,
Notice, Choice, and Security.

The first three of the principles are discussed in the Table below. Security is discussed

in the next section. In addition to these principles, best practices now encourage the

use of what has become known as Privacy-by-Design. This is an approach of system
engineering that takes into account, at all steps of the design and implementation process,
the protection of privacy. It is not a single measure, but a collection of technologies and
methodologies that fit under the rubric of Privacy- Enhancing Technologies (PET). PET
continue to grow as more attention is being paid to this important issue.

Another ingredient that has become important in the privacy dialogue is the privacy
policy (PP). This is not a legal agreement, but an easy-to-understand document that any
person can read and that explains in plain language what an organization that collects

Pll is committed to doing to safequard the information. It is usually the document that
Privacy Commissioners start with in examining the privacy practices of a public or private
institution.

Finally, as a best practice, it is recommended that the Digital Identity program incorporate
a PIA (privacy impact assessment) that can be part of the initial planning as well as the
change management procedures on an ongoing basis.
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Creating a Pro-Privacy Environment for Digital Identity

Measure What is Involved

Legislation Bodies of privacy laws that impact elD:

e Industry-specific laws (for example HIPAA covers privacy of medical information, while
GLBA covers financial records in the USA).
Omnibus privacy laws covering all ID data (identity bill of rights). For example
European Commission Data Protection and Privacy Directives 95/46 and 2009/136;
Article 8 Charter of Fundamental Rights of EU; Convention 108/81 of the Council of
Europe (COE). These types of laws cover privacy of Pll no matter what type of data or
application is involved.
elD specific Legal Acts: sometimes the acts that authorise the establishment of elD in
a country also reiterate or introduce new bodies of legislation that explicitly provide
privacy protection to people.

Access and The protection of identity data and limiting its use, using technical measures:
Data e Data rights access management.
Protection e Anti-data retention measures (e.g., retention of audit trail data only for the period
required by law for non-repudiation).
Use limitations

Individuals' right to have notice regarding the data gathered about themselves and the
right to know how and for what purpose it will be used. This may be required by law or
may be a good practice for all elD processes (enrolment, use).

Clear, meaningful, and prominent notice when collecting identifying data (iconic plus
information link).

Consent/Choice | The individual's right to consent to the collection and use of their personal data.

Privacy by These include privacy-enhancing technologies and measures such as:
Design « Data minimization and proportionality: capture data in proportion to risk.
+ Identity data segmentation and segregation: e.g., store identifiers separately from PII.
e Do-not-track (DNT).
* Right to be forgotten.
* Right to view.
» Pseudonymous, or anonymous transaction management (Trusted Agents).

Privacy Policy Program-specific (elD program-wide), as well as specific applications.

Privacy An independent body that reports directly to the legislative body (parliament) and acts as a
Commissioner | advocate for privacy rights, with powers that include:
* Investigate complaints, conduct audits, and publicly report on the privacy practices of
public and private sector organisations.
¢ Educate the public regarding privacy.
» Pursue legal actions for violations, where supported by law

Enforcement Meaningful legal instruments and mechanisms that provide sanctions for
noncompliance. Enforcement is not necessarily limited to the scope of action of the
Privacy Commissioner’s Office.

a HIPAA stands for Health Insurance Portability and Accountability Act of 1996 in the USA, while the GLBA stands for Gramm-Leach-Bliley
Act, also known as the Financial Services Modernization Act of 1999.

Ref: See Ronald Hes and John Borking, “Privacy Enhancing Technologies: The Path to Anonymity,” joint report of the Information and Privacy

Commissioner of Ontario, Canada, and the Dutch Data Protection Authority, Revised edition 2000, can be downloaded from http://www.

cbpweb.nl/downloads_av/avll.pdf. Source - World Bank Digital Identity Toolkit



https://autoriteitpersoonsgegevens.nl/sites/default/files/downloads/av/av11.pdf
https://openknowledge.worldbank.org/handle/10986/20752

Security

At a basic level, a Digital Identity program is an information system that is supposed

to secure online human interactions. As such, in addition to the measures needed to
build trust and respect privacy, as discussed above, the information system requires
sound information security safeguards that mitigate against the risk of breach and other
operational vulnerabilities, spanning areas of legislation, governance, technology, and
operational control.

From a technology standpoint, there is a body of well-developed best practices that can
be followed. A pertinent standard is the ISO/IEC 7498-2, which identifies the need to
build the following security functions in any information system, including a Digital Identity
program:

Authentication: Applies to both entity authentication and data origin authentication. The
first provides checking of a claimed identity at the time of usage, while the second provides
verification of the source of data (this does not in itself protect against duplication or
modification in data units).

Access Control: Provides protection against unauthorized use of resources at all levels of
the system. It includes: use of a communication resource, reading, writing, or deletion of an
information resource, and the execution of a processing resource or application. Refer to
the previous section on Technology.

Data Integrity: Ensures that information has not been altered by unauthorized or unknown
means at any point in its journey.

Data Confidentiality: Protects against unauthorized disclosure, ensuring that information is
kept secret from all but those authorized to see it.

Non-repudiation: Prevents the denial of previous commitments or actions, including
repudiation of origin (sender of data denies having sent it) and delivery (receiver of data
denies having received it).

It is recommended that a full-scale IT risk and vulnerability assessment be conducted prior
to implementation of the Digital Identity solution, as well as on an ongoing basis, in order

to monitor how the system withstands real-world operational cyberattacks that could
undermine its functionality.
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4a.v. Operational Processes and Controls

Ultimately, the Digital Identity program needs to be run as a going concern. This means that
there must be processes and controls in place to avoid the failure of the National Identity
organization and to ensure the achievement of the following organizational objectives:

Regulatory compliance: the National Identity organization has to function in compliance
with all applicable laws and regulations, including the act that led to its formation. It has to
respect the rights of the people that it serves (privacy, as well as the right of access to
service without exclusion or discrimination). This is in order to avoid potential regulatory
penalties and sanctions, and potential loss of goodwill in the eyes of the public.

Protection against man-made operational risk: both internal (corruption, bribery, and
collusion) and external (data breaches, cybercrimes, terrorism, and general hacking and
disruption of service). These could adversely impact the trust in the system, as discussed
above, and could cause it reputational damage.

Continuity of operations: the Digital Identity program is a mission-critical system.
Procedures and measures have to be established to ensure that it can recover and
continue to operate in the event of business disruption (such as a disaster). Business
continuity and Disaster Recovery planning is critical.

Continued relevance: as a going concern, the Digital Identity program needs to continue to
be relevant and to grow its role within society. This requires capturing, on an ongoing basis,
the public mind share.

Efficiency of operations: invariably, the National Identity organization will be judged by its
ability to operate as a successful entity. That means it will have to deliver on financial and
operational performance metrics (e.q. efficiency and customer satisfaction).

The processes and controls necessary for achieving the above objectives can be grouped
into two categories (i) Corporate and support function controls, and (i) Controls related to
identity management. A summary of these are given in Tables below.

It is important to emphasize that the audits referenced in Table are intended to be over
and above any audits that the Independent Auditor may perform on the entire system
pursuant to the requirements established by the cabinet or the parliament, as discussed in
Section on Institutional Governance.

The controls for the processes of identity management, shown in the Table, include
procedures applicable to each phase of the identity lifecycle: registration, issuance,

and use, including maintenance or updates. They are designed to render the system
efficient and accountable, and to protect the system from any form of fraud or abuse in
accordance with the requirements of trust in the system.
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Corporate and Support Function Controls for a Digital Identity Program

Category

Control Description

Operational
Governance

e These involve internal policies and procedures for the operation of the NIA as an
autonomous corporate entity:

¢ Information security policies

e Privacy policy and notices

e Human resources policies

e |T governance policy

e Business continuity management and disaster recovery

e Data retention policies

e Communication to and acknowledgement by employees of policies
There are a number of sources that provide guidance on this matter, including the
ISO/IEC 38500:2008 on standards for corporate governance in IT organisations. In
addition, regulatory requirements may have significant operational governance
implications and should be consulted.

Human
Resources

Screening of all employees, contractors, and consultants prior to their involvement in the
elD program. This may include background checks, criminal history checks, and previous
employment and credit checks. In some cases, a formal security clearance may be
required for certain sensitive roles

Supplier
Vetting

Due diligence for suppliers as well as periodic review of performance. This is to ensure
that they can actually deliver on contractual commitments and that they have the
qualifications and skills necessary for quality of implementation.

Change
Management

Procedures to facilitate the adoption of change within the elD system. Change control
procedures should be designed to ensure that changes are appropriately considered,
approved by management, and are not disruptive to the operations. Best practice
standards are available, such as ISO/IEC 200000 Information Technology Service
Management.

Audit and
Compliance

Rigorous audits for the entire system, which would be conducted on a regular basis both
internally and by trusted independent entities. The goal is to demonstrate the compliance
of the elD system with applicable laws and regulations, as well as internal policies, and
that it operates effectively as designed and presented to the public

Awareness

¢ Marketing and public education programs to improve public awareness and
understanding of the elD and to promote its continued use.

e Internal training and awareness for employees to ensure they understand their roles
and responsibilities in terms of security and privacy, and all other internal policies.

Security and

¢ Physical access control and security procedures to the elD issuance site to protect

Privacy against unauthorised use.
* Role-based system and logical access controls to prevent system abuse.
¢ Segregation of operational authority to combat malfeasance.
e Secure audit logs to enhance investigative power in case of an incident and to provide
deterrence.
e Privacy controls.
Business

Resilience

Business availability, business continuity, and disaster recovery

Source: World Bank Digital Identity Toolkit
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Controls Related to Identity Management for a Digital Identity Program

Category

Control Description

Registration

Request for elD application

Collection and scanning of identifying documents
Capturing of data into the elD system

Enrolment of biometric data into profiles
De-duplication of identity

Adjudication of potential matches

Vetting of identity

Confirmation of elD profile creation

elD profile approval

elD profile submission for creation

Issuance

Creation of elD

Issuance of a physical credential, where applicable
Activation of the elD

Issuing the elD to the righftul individual

Use:
Authentication

Use of the elD for various authentication functions through identity services
Identity verification and authorisation

Use:
Maintenance

Call center for customer care
Updates or changes for elD profile
Renewal of an elD

Revocation of an elD

Source: World Bank Digital Identity Toolkit
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4b. Consent Management and
Sharing of DiD data

A Digital Identity program stores important Personally Identifiable Information (PII) for
authentication and verification of a user’s identity. This Pll can be used by public and
private sector organizations (relying parties) to provide online services to the user without
the need for the user to re-key that information every time the user signs up for a service
from these relying parties.

In addition, the Pl of a user that is stored in the Digital Identity database could be an
exhaustive list of attributes. However, not all data needs to be shared with the relying
parties when signing up for their services. Hence, a Digital Identity program needs to
provide a user the full set of Pl that is stored with the program and then obtain user
consent to share only the relevant data with the relying party that is needs to information
to provide the service to the user.

Singapore Example of a New Business Service signup with Singapore Digital Identity
(Singpass)

Assuming that a particular user has been enrolled in a National Digital Identity program
and has been issued his digital credentials, the user now wants to signup for a new service
from a business. He goes to the business website or downloads the business app and
wants to signup. The process of consent management to signup for a new business service
by an applicant or user works as follows:

1. The applicant (user) goes to the business website or business app and selects signup.
On the website or app, the applicant selects ‘Apply with Singpass'’

2. Applicant is directed to the Singpass app where he logs in using his digital credential or
with biometrics and gives his consent to share Personally Identifiable Information or Pl

3. The Singpass app retrieves the applicant’s personal data and pre-fills his data on the
signup form that is shown on the website or app

4. The applicant verifies his pre-filled personal data and then enters other data that is
required for the business service and submits

This way the applicant does not have to re-key his personal data over and over again for
signing up new services from various businesses
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Step1

Select "Apply with Singpass"
option on the website

Step 2

Performs Singpass login &
consent

e
THT

Business
Process
Application

Retrieval of Applicants
Personal Data

APPLICANT

Step 3

Checks pre-filled personal
data

Step 4

Enters more details/docs
and submits

Source: Singapore GovTech

Similar to the above example, one of the key considerations for setting up a National Digital
ldentity Program is to determine the personal data of a user that should be stored at the
time of enrollment and also obtain user consent when the stored personal data is used for
signup of services by other public or private business (relying parties).
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S. Domestic and Cross

border interoperability
of DiD

Interoperability of Digital Identity systems is the next step in the evolution as more
countries achieve maturity and widespread adoption of their existing Digital Identity
programs. Current initiatives are underway in planning and designing interoperability
between Digital Identity systems as outlined below.

Different Levels of Interoperability

LEVEL 1 LEVEL 2 LEVEL 3
* Domestic DiD e Bilateral DIiD e Multilateral DID
Systems Interoperability Interoperability
« Digital ID (AUS) » Paynow (Singapore) « Trusted Digital Identity
« MyGovID (AUS) DBS Bank Framework(Australia)
+ WeChat Government ID OCBC Bank

(China) Lok :
« Alibaba digital ID project * PromptPay(Thailand)

(China) Bangkok Bank

e SIM card (Chlna) Kasikorn Bank
« MyKad (Malaysia) K'rung Thai Bar'\k
« MyDIGITAL ID (Malaysia) Siam Commerical
« Electronic Transactions Bank
Development Agency
(Thailand)

od. Domestic interoperability

Countries that have a single Digital Identity system whether operating in a centralized

or federated model need not be concerned about this interoperability model. However,
certain countries where there are multiple Digital Identity systems (e.g. Australia), it
becomes necessary to have the multiple systems to interact with each other for identity
data exchange to achieve public access to domestic public and private sector services
provided by the relying parties. If interoperability does not exist then each user has to key
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in the identity credentials each time he signs up with a service provider that is available on
another identity network. Hence, creating an interoperable national digital identity network
helps the entire population access to all services including healthcare, banking , education
and government services.

Domestic ID schemes clearly need to interoperate with other aspects of the digital stack in
order to work effectively in individual economies.

The Australian Digital Transformation Agency or DTA is creating this interoperable
domestic Digital Identity network.

ob. Cross-border interoperability

Types of interoperability

The development of cross-border interoperability of digital ID schemes can go along
way to helping unlock the digital economy, whether that is through helping to facilitate
cross-border payments, e-commerce, account opening, or through other potential use
cases such as casting a vote in an election as a resident overseas, to registering for and
undertaking educational courses, both remotely an in person.

There are several types of interoperability:

+ Organizational: this allows organizations to exchange information across borders
even where they have different internal structures and processes. Ensuring digital
ID interoperability across organizations could require mappingthe identity lifecycle
processes of that organization with ISO Authentication assurance framework levels.

Semantic: ensuring that the precise meaning of exchanged information is
understandable by another application, even if the information was not developed for
it. Semantic interoperability enables systems to combine and process data with other
information resources. It is required for example for the delivery of frontend multilingual
services to users, for example.

» Technical: linking computer systems and services. based on agreed standards.
Examples could include biometrics (fingerprints, face image and iris), digital signature
standards and federation protocols'®

¢ Mutual recognition: an agreement for two or more economies to recognize each
other’s digital identity documents is another way of achieving interoperability, but
this mechanism does not require harmonization in the way that some of the above
examples might require.

Recent examples of interoperability around digital identity schemes include:

MoU between Singapore and Australia on digital ID schemes, contained in the
Australia-Singapore Digital Economy Agreement.

12 All from Citi document: https://www.citibank.com/tts/insights/articles/articlel54.html Digital Identity (DiD) Operational Framework




The MOU states sets out an intention “to contribute to the development mutual
recognition of digital identity by exchanging policies, technologies, information and human
resources related to digital identity.”

This objective is based on the similarities between Singapore’s National Digital Identity and
the Australia Trusted Digital Identity Framework. The MOU focuses on the following areas
of cooperation:

legal and regulatory frameworks supporting digital identities, including:

status of electronic signatures and other trust services

liobility and contracts legislation

accreditation of digital identity operators

data storage and data privacy.
* technical standards for the implementation of digital identities, including:
— conceptual architecture models for mutual recognition
— specifications of identity management systems
— security and monitoring requirements
- vocabularies and schema of data elements
* policies relating to digital identities, including:
— business processes, responsibilities and expectations
— scope and governance of digital identities and trust frameworks
- documentation of rules
— audit requirements

+ adoption of digital identities by individuals and businesses to promote the use of
digital transactions.”

The Digital Economy Partnership Agreement between Singapore, Chile and New
Zealand sets out

A similar objective based on recognition around (a) the establishment or maintenance
of appropriate frameworks to foster technical interoperability or cormmon standards
between each Party's implementation of digital identities; (b) comparable protection of
digital identities afforded by each Party’s respective legal frameworks, or the recognition
of their legal and regulatory effects, whether accorded autonomously or by mutual
agreement; (c) the establishment or maintenance of broader international frameworks;
and (d) the exchange of knowledge and expertise on best practices relating to digital
identity policies and regulations, technical implementation and security standards, and
user adoption!4

13 Singapore-Australia DEA, MOU on digital identity
14 DEPA Singapore New Zecland Chile Digital Identity (DiD) Operational Framework 78




oc. Multilateral DID
interoperability scenarios

As more countries are launching Digital Identity programs, the focus has moved to multi-
country interoperability of Digital Identities. With such interoperability, a user in one country
can access public and private sector services across borders without the need to verify
and authenticate his identity over and over again. The European Commission has taken the
lead in this area and proposed legislation to create a trusted and secure European Digital
Identity solution for all Europeans.®

The European Digital Identity framework

Under the proposed new Regulation, Member States will offer citizens and businesses
Digital Wallets that will be able to link their national digital identities with proof of other
personal attributes (e.g. driving licence, diplomas, bank account). These wallets may be
provided by public authorities or by private entities, provided they are recognised by a
Member State.

The new European Digital Identity Wallets will enable all Europeans to access services
online without having to use private identification methods or unnecessarily sharing
personal data. With this solution they will have full control of the data they share.

The European Digital Identity will be:

» Auvailable to anyone who wants to use it: Any EU citizen, resident, and business in the
Union who would like to make use of the European Digital Identity will be able to do so.

* Widely useable: The European Digital Identity wallets will be useable widely as a way
either to identify users or to prove certain personal attributes, for the purpose of
access to public and private digital services across the Union.

* Usersin control of their data: The European Digital Identity wallets will enable people
to choose which aspects of their identity, data and certificates they share with third
parties, and to keep track of such sharing. User control ensures that only information
that needs to be shared will be shared.

To make it a reality as soon as possible, the proposal is accompanied by a
Recommendation. The Commission invites Member States to establish a commmon
toolbox by September 2022 and to start the necessary preparatory work immediately.
This toolbox should include the technical architecture, standards and guidelines for best
practices.

The European Commission’s holistic approach to multi-country interoperability will result in
many countries adopting a model that is ‘globally interoperable by design’ and should form
part of the National Digital Identity program during the initial planning and design phase.

15 Commission proposes a trusted and secure Digital Identity (europa.eu) Digital Identity (DiD) Operational Framework



https://ec.europa.eu/commission/presscorner/detail/en/ip_21_2663

For this initiative, the Commission builds on the existing cross-border legal framework for
trusted digital identities, the European electronic identification and trust services initiative
(elDAS Regulation). Adopted in 2014, it provides the basis for cross-border electronic
identification, authentication and website certification within the EU.

elDAS is a key enabler for secure cross-border transactions

The Regulation on electronic identification and trust services for electronic transactions
in the internal market (elDAS Regulation) is a milestone towards creating a predictable
requlatory environment. The eIDAS Regulation will help business, citizens and public
authorities carry out secure and seamless electronic interactions.

The elDAS Regulation:

ensures that people and businesses can use their own national electronic identification
schemes (elDs) to access public services available online in other EU countries;

creates a European internal market for trust services by ensuring that they will work
across borders and have the same legal status as their traditional paper based
equivalents.

Only by providing certainty on the legal validity of these services will businesses and
citizens use digital interactions naturally.

Global Cross-border Interoperability framework

The following key elements will be required to create a multi-country interoperable digital
identity eco-system.

elDAS EU Framework

National Nodes

Standards

Technical requirements

Messaging formats

Dispute resolution

A typical cross-border interoperable Digital Identity network could be designed as per
diagram below:
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Cross-border Digital Identity network using Blockchain(DLT) or API calls with national
elDAs nodes.

More such models are in planning stages around the world and a consultative and
cooperative effort is needed to arrive at an interoperable global Digital Identity network.
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