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WE HAVE TO CHANGE THE
WORLD’S PERCEPTION OF
CYBERSECURITY
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A Summary
AmCham and EPAA Webinar 27 Oct 2021

It has been said that cybersecurity is one of the most crucial challenges of our age.
Despite experiencing massive advances in technology in the last two decades - from the
cloud and smart phones to digital, artificial intelligence, internet of things, and social
media - cybersecurity still remains a challenge.

There is a common misperception that cybersecurity is all about intricate technologies,
complex algorithms, and highly mathematical and technical expertise. Reality is very
different. Most cybersecurity incidents - more than 95 percent in fact - are the result of
human error. Therefore, cybersecurity essentially entails governance, cultural and
mindset change, training, risk management, and of course technology.

Many organisations are still not cyber resilient. The threat landscape is continuously
evolving. It is impossible to keep up. The press is full of references to successful cyber-
attacks from ransomware to data breaches, payment fraud, email phishing, and
unauthorised access.

Despite our best efforts and billions of dollars spent on cybersecurity defences, the
statistics are awful. The harder we work to protect ourselves the more cybercriminals
seem to find ways to circumvent our strengthened security.

Cybercriminals are now piggybacking on the boom in ecommerce and online
shopping.

Research shows that many small and medium sized retailers, selling goods ranging from
clothing to gardening equipment to medical supplies have had their websites hacked
compromising payment details and don't even know that has happened.

This is a global problem with the potential to affect any business that accepts payments
from customers online. The word “payment” is used in 32.5% of all attack email subjects.
Most cybercrime is now mobile. 70% of online fraud is accomplished through mobile
platforms.

This report follows the EPAA Webinar held on 27 October 2021
which was based on the

‘FinTech Cybersecurity: An ASEAN Outlook’ 2021
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https://www.youtube.com/watch?v=p_nqKe2M7j0
https://www.youtube.com/watch?v=p_nqKe2M7j0
https://workdrive.zoho.com/file/6gtbebcd183a2894f4745a98f081b15859b6f
https://workdrive.zoho.com/file/6gtbebcd183a2894f4745a98f081b15859b6f

Payment technologies are vital because they underpin all electronic/online commerce.
We must protect consumers and business engaging in online commerce to enable them
to grow and prosper. We must continue to innovate. We can and we must make things
better.

But, how?

In short, we have to change the world's perception of cybersecurity, attract the best
available talent, train them well, and continue the fight to make our technology more
safe and secure.

The following paragraphs outline key suggestions for improving the situation.
A More Positive View of Cybersecurity - Changing Culture - Attract Best Talent

Reality-check. Good stories are boring. Good stories rarely make the news.
Unfortunately true when it comes to cybersecurity. Success is invisible and is not
celebrated because success is defined by what doesn't happen. For example
vulnerabilities eliminated and attacks that were successfully blocked.

To attract the best talent we must change the culture, redefine, and celebrate success.
We must also raise awareness of the risks and engage all staff within the organization.

Better Training

We also must provide cybersecurity professionals with a broader perspective and more
appropriate training that covers management, communications, building teams,
psychology, change management, governance, and risk.

Safer more Secure Products
Nowadays there is no excuse for developing unsafe or vulnerable software products.
Secure coding is essential. Perhaps apps should be certified and rated for security.

Build, Value and Maintain Trust

The key issue is trust. That is trust by consumers in business provider systems, apps, and
online commerce. If trust is lost, then business may lose its revenue and customers very
quickly. We live in a digital world where the cost of switching providers for consumers is
zero. Therefore trust is now part of the value proposition.
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Cybersecurity is not a project. There is no beginning and no end.

Cybersecurity is not a project. There is no beginning and no end. Cybersecurity
is ongoing. It is a process not an event. Therefore it is essential that we look
after cybersecurity staff well. Fatigue can set it in with disastrous
consequences.

Remember cybersecurity is a 24/7 operation. Malicious actors and
cybercriminals operate 24/7. They do not work 9 - 5pm. Cybercriminals don't
care about union awards and do not play by the rules. Most boards and
executives fail to understand this simple fact.

Compliance is not Enough

PayPal's extensive report found many people still think that compliance makes
an organization safe. This is a major misunderstanding. More than 90 percent
of organizations report that cybersecurity is compliance driven. More than 40
percent have experienced a security incident in the last 12 months.

Conclusion

If we could wave a ‘'magic wand' what would we do? The following initiatives
should perhaps be considered:

1.Improve exchange of views and collaboration between business operational
staff and cybersecurity. All cybersecurity staff to spend a week working within
the business every month or every quarter. This would mean better
engagement and better understanding.

2.Payments apps to be certified or rated in terms of cybersecurity safety.
Implement a global cybersecurity rating scheme. There are many difficulties to
be overcome to make this work, but | believe the benefits far outweigh the
costs. The scheme must be effective and perhaps mandated and subsidized by
governments across multiple countries.

3.All cybersecurity controls to undergo mandatory testing. For example
backups should be tested to verify successful restore. Incident response plans
must be simulated and tested on a regular basis.

4.We must get better at sharing information, lessons learned, and experiences
(Use cases).
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Message from EPA Asia

Payments are growing in importance, and in particular the shift to cashless is driving
significantly increasing volumes through technology. The risk of failure within payment
systems is ever increasing and this applies to all kinds of payment networks, and an
increasing number of points of risk. This is all leading to a greater focus on building
better resilience. Events such as this recent webinar help to increase awareness and
also leads to more people getting involved in helping to solve the challenges - this is a
result of bringing different parties into the room.

We look forward to continuing the work on this critical topic, and if you do want to get
involved - get in touch.

If you want to get involved to know more about payments, then reach out to us at
info@emergingpaymentsasia.org.
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We always turn to the experts for sponsorships

Thank you PayPal and Akamai for being part of making
the industry cyber resilient.

PayPal
f»—?

Thank you AmCham Australia for Collaboration

AmCham
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