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Everyone understood the challenge. 

Regulatory compliance only provides a base level of cyber security protection. It is a
starting point. To support and nurture innovation and mitigate cyber security risk, much
more needs to be done.

Moreover, each organisation’s strategy and approach to cyber security is different
according to industry segment, geographical footprint, size and type of business,
customer base, and cyber security exposure based on operations and activities.

Innovation and new ideas support economic growth. 

Collaboration, talent, access to resources, and the latest technologies – are all
necessary for innovation. 

However, safety and trust are also needed to win and retain customers, especially for
key functions such as payments. 

SMEs across ASEAN experience similar challenges:

Access to suitable cyber security skills or talent.
Responding to a fast-moving and evolving threat landscape – managing cyber
security exposure and taking preventative action such as patching - (ensuring the
installation of periodic updates released by software providers (patches) to plug the
security issue.)
Dealing with regulatory compliance which can be costly and effort-intensive.
Ability to recover from cyber security attacks or incidents; and
Dealing with fast growth trading across borders where compliance in multiple
jurisdictions can be complex.

Participants agreed with PayPal's comprehensive report that the volume of threats is
increasing and dealing with challenges is becoming more difficult every day. It was also
accepted that the regulatory environment and threat landscape varies across ASEAN
countries, in line with the findings of the report.

 

This report follows the EPAA Roundtable held on 26 August 2021 
which was based on the 

PayPal sponsored Whitepaper 
‘FinTech Cybersecurity: An ASEAN Outlook’ 2021

https://publicpolicy.paypal-corp.com/sites/default/files/policy/FinTech_Cybersecurity_ASEAN_Main-Paper.pdf
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A major aspect of regulation is harmonization or standardization across multiple
jurisdictions to enable free-flowing cross-border commerce and payments, at the same
time recognizing that there can never be a one-size-fits-all regulatory approach.

Some participants observed that the desire to launch new feature-rich apps taking
advantage of new technologies and mobile platforms and to reach new markets and win
new customers, often override security concerns. Security is often still an afterthought.
Moreover, advanced technologies are often exploited by malicious actors to launch
extremely sophisticated attacks.

Suggestions for improvement aligned with the findings of the PayPal research report and
included creating Public Private Partnerships to disseminate information and support
SMEs, and education in terms of cyber security awareness training.

The biggest challenge is still cost. 

Therefore, entrepreneurs are encouraged to budget for cyber security when fundraising.
Cyber security should be embedded in the design of apps, and preferably developers
should use software development tools that include cyber security.

Multiple participants noted that the most effective cyber security strategy is a risk-based
strategy. A risk-based approach is linked to an organization’s exposure and eliminates
waste and inefficiency by aligning activities to the organization’s risk appetite and
exposure. It also focuses the board and the leadership team on critical aspects such as
reputational risk and protecting customers and staff.

Findings from PayPal's report: 
Share of operating budget dedicated to

cyber security

      Less than 1 %

     1 %   -  3%

More than 5%

    Not Sure

     3 %   -  5%
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It was also noted that COVID’19 – the pandemic – has created conditions that
amplify third-party supply chain risk, and intermediary broker or man-in-the-
middle attacks, especially for some FinTechs. This means it is now necessary to
maintain registers of suppliers, outsourcers, and providers, and consider
including their threat landscape for mitigation.

Moreover, professional indemnity insurance policies for board directors are
driving cyber security compliance in some organizations, where boards are not
keen on spending on cyber security.

Many organizations, especially SMEs, are still to be convinced that prevention is
better than the cure when it comes to cyber security. 

Education and awareness are key in demonstrating to SMEs the
importance of protecting their reputation, customer base, and revenue

streams.

An insight into regulatory thinking was that regulators understand the dilemma
they are facing. As a result, they use regulations to signal their intentions and
concerns to the market. Regulators in some jurisdictions are now imposing less
strict and narrow directives and focusing on a broader guideline regulatory
approach that is more helpful to SMEs. 

The emphasis is on trust, safety, and resilience. 

SMEs are encouraged to perceive cyber security and customer safety as a
differentiator in the marketplace.

Faster, shorter iteration for regulation is an attempt by regulators to catch up
to malicious actors. Regulators seem to be recognizing that if barriers to entry
are set too high, this may result in stifling growth and innovation and prevent
business from expanding across borders. It is interesting to note that
regulators are also struggling to attract suitable talent or skilled resources.

A fascinating analogy using ‘The Great Hanoi Rat Massacre’ in 1902 successfully
illustrated that incentives and regulation can have unintended consequences. 

As long as valuable assets including data and systems remain
insufficiently protected, malicious actors will continue to threaten

SMEs.
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The threat landscape continues to evolve fast. 

The level of complexity is increasing as technology continues to advance, and the attack
surface is also increasing and becoming more and more sophisticated because
malicious actors are enterprising. They move across physical borders with impunity and
take advantage of weaknesses and vulnerabilities.

Bad actors can take advantage of technology commoditization and use the latest cloud
platforms and development environments now. Therefore it is not a matter of if but
when an organization will be attacked. It is certain that SMEs will be attacked because
they are perceived as easy targets. Security is a constant battle for all businesses.

Multiple participants stated that regulatory compliance is not the main driver for
cybersecurity. In a complex hyperconnected world without borders or network
perimeters, digitalization is an accelerating factor for all – SME’s, FinTechs, regulators,
and other businesses. Many businesses, including SMEs, are taking advantage of the
commoditization of technology and migrating to the Cloud.

CISO participants emphasized their priorities:

1. Reduced exposure – more robust cyber security posture.
2. Increased resilience – responding to threats, and
3. Improved, better maturity.

These priorities were aligned with the recommendations from the PayPal report to
adopt stronger cyber hygiene, deploy more comprehensive programs for training and
awareness, and develop a stronger cybersecurity workforce.

In closing, despite all the current challenges, there was a sense of community among the
participants. The future looks bright. Today’s problems will perhaps seem minor in the
future that we may not even be able to imagine at this time.
 

https://publicpolicy.paypal-corp.com/sites/default/files/policy/FinTech_Cybersecurity_ASEAN_Main-Paper.pdf


Message from EPA Asia

Payments are growing in importance, and in particular the shift to cashless is driving
significantly increasing volumes through technology.  The risk of failure within
payment systems is ever increasing and this applies to all kinds of payment
networks, and an increasing number of points of risk.  This is all leading to a greater
focus on building better resilience.  Events such as this recent workshop help to
increase awareness and also leads to more people getting involved in helping to
solve the challenges - this is a result of bringing different parties into the room.

We look forward to continuing the work on this critical topic, and if you do want to
get involved - get in touch.
 

 
If you want to get involved to know more about payments, then reach out to us at
info@emergingpaymentsasia.org.
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We always turn to the experts for sponsorships

Thank you PayPal and Akamai for being part of making
the industry cyber resilient. 


