CHALLENGES THE

EP,Y

ASIA

PAYMENTS [INDUSTRY FACES IN

MIGRATING TO QUANTUM SAFE CRYPTOGRAPHY

AUTHORS

Jan McGrath
EPAA Ambassador, and
Senior Consultant at
Payments Foundry Australia

Shane Tully
Global CISO, A24

Quantum Computing may not be a topic you are
personally focused on in your current role. However,
after attending a recent roundtable discussion hosted
by the Emerging Payments Association Asia (EPAA), we
realised that it should be coming to the surface across
the industry for the future of payments and for
everyone involved.

To stay ahead in the payments industry, consider
participating in upcoming seminars on quantum
computing, and on collaborating with tech experts to
explore its applications and impacts.

It is time to start these discussions also within your
team, about how quantum computing may impact your
current systems and the associated processes.

This blog, written on behalf of the EPAA, explores the
key topics and potential obstacles facing the payments
industry in this critical transition.

Some important points to consider:

As quantum computing advances rapidly, the security of
classical cryptographic systems is increasingly at risk.
Quantum computers have the potential to break widely
used encryption methods such as RSA and ECC, which
underpin much of today's digital security. To prepare for
this looming threat, the industry is shifting toward post-
quantum cryptography (PQC)—algorithms designed to
resist attacks from quantum computers.

However, migrating to quantum-safe cryptography is a
complex and multifaceted challenge that organizations
across various sectors must navigate carefully.

Throughout the article, we will draw on comparisons
from our experiences in migrating the world to EMV
(Chip technology). These will serve as reminder to all of
us that took part in that migration, of the complexities
we faced during a global infrastructure upgrade, system
modifications, and adjustments to the payment
process. All these challenges were once thought of as
being insurmountable, costly and complex for
consumers to understand.
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Over 25 years later, we are mostly there, and many of us feel we surpassed the challenges
with relative ease, while many remain oblivious.

Let's work together to make the transition to Quantum with careful planning and
consideration while keeping the lines of communication open. Everyone has something to
contribute, and no question should remain unanswered.

1. Performance Trade-offs and Resource Costs

One of the most immediate challenges is the performance impact of post-quantum
algorithms. Unlike classical cryptographic methods, many PQC algorithms require
significantly more computational power, memory, and bandwidth. For example, lattice-based
signature schemes produce larger signatures and keys, leading to increased network
transmission times and storage demands. This can degrade system performance, especially
in resource-constrained environments such as |oT devices or mobile platforms.

Organisations must balance the enhanced security benefits of PQC with the practical realities
of system efficiency. This trade-off complicates migration planning since it may require
hardware upgrades or architectural changes to maintain acceptable service levels while
deploying quantum-resistant encryption.

Learnings from EMV Migration:

Fraud in the late 1990's and early 2000's on magstripe cards was out of control. Financial
Institutions had spent a lot of money and time on fraud management systems up to this
point. Many believed fraud was ‘under control'. However, the industry collectively agreed it
was not sustainable. The lack of innovation was seen as a potential inhibitor to future
payments. And so, the drive to EMV globally began for the full benefits to be eventually
realised.

The migration to Chip technology required a global effort, including the mobilisation of a
global standards body to document, distribute, and manage these (EMVCo), and all Financial
Services organisations to build, integrate and implement the solution - the solution that
would ensure the security of the payments ecosystem for future innovations such as
contactless, mobile and digital wallet payments.

Time, cost, technical and operational impacts, and how to realise the benefits are all major
factors for consideration in planning any technology upgrade. All parties affected, from
frontline staff to end consumers, formed part of most final decisions made. It didn't matter
what bank, what location/country, or what culture, these considerations were the same
across the world.

Quantum, like EMV, will require extensive planning and transparency within your
organisations; when handled collaboratively we know that the outcome is more achievable.
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2. Integration Complexities and Interoperability

Migrating to PQC is not simply a matter of swapping out algorithms. Cryptography is deeply
embedded in a wide array of systems, protocols, and applications.
Ensuringinteroperability between new quantum-safe algorithms and existing infrastructure
presents a significant hurdle.

Many legacy systems were not designed with quantum resistance in mind and may lack the
flexibility to incorporate new cryptographic primitives without extensive modification.
Additionally, maintaining backward compatibility with older systems and protocols is often
necessary during the transition period, which complicates implementation and increases the
risk of security gaps.

This complexity demands detailed inventories of existing cryptographic assets and careful
planning to prioritise critical resources for migration, as well as extensive testing to validate
compatibility and performance across diverse environments. One way to achieve this is to
work with third party technology partners who provide the organisation with their
cryptographic processing capability.

As a Product Manager responsible for overseeing the EMV migration, one of the most
complex questions | faced was in determining the size of the chip memory required for the
final product. | had no idea about the size of the chip memory required. The best option was
to call on experts, both internally and from supplier organisations. Their advice helped me to
understand what this meant in terms of costs, end consumer benefits, and opportunities for
cost efficiency for our organisation’s final needs.

To navigate these complex questions, we relied on resources such as EMVCo, Multos, various
conferences, white papers, and roundtable discussions to build internal expertise. Although
it often seemed overwhelming with multiple opinions and a load of information, the
challenges were resolved through discussions, disagreement, and openness of ideas.

Taking time to address all the complexities ensured that by 2025, we could make payments
easy, secure and in unique and cool ways.
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3. Lack of Expertise and Organisational Readiness

The field of quantum-safe cryptography is still emerging, and there is ashortage of
expertisein both the theoretical underpinnings and practical deployment of PQC
algorithms. Many organisations lack dedicated teams with the necessary skills to assess
quantum risks, develop migration strategies, and implement solutions effectively.

According to industry surveys, only a small fraction of organisations has formal PQC
transition plans or dedicated project teams. This lack of preparedness slows adoption and
increases vulnerability to emerging quantum threats. Building internal capabilities or
partnering with specialised vendors is crucial and will require time and investment. Utilising
the specialist skills of third-party vendors is a proven way to help ensure preparedness.

Knowing when the knowledge is essential can be complex. The industry timeline will likely
evolve over time. For example, EMV took over 15 years to finalise implementation globally.
Waiting until the last minute will not make this easier; it will also create complexity as teams
are required to hone their skills quickly.

4. Evolving Standards and Regulatory Uncertainty

The standardisation of PQC algorithms is still in progress. The National Institute of Standards
and Technology (NIST) released its first set of standardised post-quantum algorithms
recently, but these standards will continue to evolve as research advances and new
vulnerabilities are discovered.

EMVCo was formed by the major card schemes Europay, Mastercard and Visa in 1999. Their
role was, and still is, to manage, develop and evolve the EMV Specifications for the global
standards for secure payment transactions using chip technology.

Thisfluid standards landscape creates uncertainty for organisations planning migration.
Implementing algorithms that may later be deprecated or replaced risks wasted effort and
resources. Moreover, regulatory bodies have yet to mandate quantum-safe cryptography,
leading to inconsistent adoption across industries and regions.

Organisations must therefore adoptcrypto agility—the ability to switch cryptographic
algorithms quickly and seamlessly—to future-proof their security infrastructure through
employing Security by Design practices while staying compliant with evolving standards and
regulations.

EMVCo started publishing in 2016 on Quantum and their latest publication is available at this
link:

https://www.emvco.com/knowledge-hub/quantum-computing-and-emv-chip-whats-the-
threat/
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5. Strategic and Logistical Challenges

The migration to PQC is a long-term, multi-phase process that requires strategic
coordination across an organisation. The Post-Quantum Cryptography Coalition (PQCCQ)
outlines a roadmap involving preparation, baseline understanding, planning and execution,
and monitoring and evaluation.

Aligning stakeholders, prioritising assets, and managing timelines are non-trivial tasks. The
migration must be carefully orchestrated to avoid service disruptions and security lapses.
Continuous monitoring is essential to adapt to new threats and technological developments.
Additionally, the coexistence of classical and quantum-safe algorithms during the transition
— often implemented as hybrid cryptography — adds complexity to key management,
protocol design, and operational procedures.

We highly recommend that you make a start within your organisations by launching new
cross-departmental initiatives and actively seek out other teams who may also be
considering similar projects from another perspective.

6. Economic Considerations

Finally, the cost of migration is a significant barrier, especially for smaller organisations.
Upgrading infrastructure, training personnel, and conducting extensive testing require
substantial financial resources. Without clear regulatory mandates or immediate quantum
threats, justifying these investments can be challenging.

However, delaying migration increases the risk of future data breaches once quantum
computers become capable of breaking classical encryption. The most widely
accepted“harvest now, decrypt later”threat means sensitive data intercepted today could
be decrypted in the future, underscoring the urgency of proactive migration despite upfront
costs, although the lifetime of the data involved also needs to be taken into consideration.
For example, if the data is encrypted, and only has a few years of relevance, it has a lower
risk, than say data that has many years of relevance (which would allow a longer time for the
data to be decrypted, and still be useful).

The cost of the EMV migration globally is estimated to be in the billions. The cost included
replacing all cards issued to chip cards, upgrading POS terminals, and backend system
capability lift. The benefit was the reduced cost of card present fraud counterfeit fraud of
almost 100% globally. What was perhaps an unexpected outcome was the increase of card
not present fraud in online transactions as consumer shopping behaviours evolved over
time.

An additional benefit, not previously considered, was the high level of trust that consumers
would have in the convenience of contactless EMV transactions, which are the foundation of
digital payments today.

The economic benefit against the estimated costs is hard to foresee. But delaying action will
inevitably lead to losses and the loss of trust in your systems by your customers.
Can you afford this to happen in the future?
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Conclusion

Migrating to quantum-safe cryptography is a critical but complex challenge facing the
payments and cybersecurity industries. Performance trade-offs, integration difficulties, lack
of expertise, evolving standards, strategic coordination, and economic factors all contribute
to a slow and cautious adoption process.

To overcome these barriers, payments organisations must embrace crypto agility, invest in
workforce development, and leverage collaborative frameworks like the PQC Migration
Roadmap. By doing so, they can safeguard their digital assets against the quantum threats of
tomorrow while maintaining operational resilience today.

The journey to quantum-safe security is not simple, but it is essential for a future-proof
digital payments infrastructure in the quantum era.

We urge you to ‘Look back to learn how to look forward’. You have similar experience and

organisational knowledge in your past for planning and implementing complex system
upgrades.

The Emerging Payments Association Asia (EPAA) is a leading CONTACT US
association for innovative businesses in the Asia Pacific

payments ecosystem, including banks, issuers, and technology @ @ m
providers.
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Quantum Safe Cryptography Working Group (QSC-WG)

Commencing in 2024, EPAA has brought together APAC and global payments service providers and
networks and other relevant stakeholders in the payments ecosystem to evaluate the impact of the
guantum threat on the existing cryptography and security mechanisms currently adopted by the
industry and to support preparedness for the payment service providers and the wider ecosystem.
The objective is to maintain the security and trust of payment networks, as well as regulation
compliance in the post quantum era.

In 2024, the focus of the working group was on information and education - ensuring that the call to
action to the payments industry was initiated. Activities included the launch of the QSC-WG at
Money2020 Asia and the creation of:

e The Road to Quantum Safe Payments Executive Briefing Note

e Quantum Payments Mythbusters series

e The Impact Of Quantum Computing on Banking, Payments, and Financial Services EPA ASIA video
* Quantum Masterclass What Is Quantum video

e Dol Need To Worry About Quantum Safety Now video

e Quantum Safe and Payments Roundtable Report

In 2025, the focus of the working group is presenting a series of workshops, followed by a virtual
seminar, aimed at establishing practical, business based protocols for the industry. These workshops
will then inform a whitepaper, due for publication in September. The workshops will be presented in
Sydney, Hong Kong, Kuala Lumpur and Singapore between June and August 2025, and will then be
followed by a Virtual Webinar in August/September 2025.
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