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Introduction

Fraud in the payments ecosystem is no longer a national or institutional issue. It is a
systemic, cross-border threat that evolves as quickly as the technology it exploits. In
April 2025, a high-level roundtable convened to examine this growing risk and
explore how artificial intelligence (Al) can be used not only to detect and disrupt
fraud, but to redesign how we share data, assign accountability, and build trust. As
digital transactions continue to scale, so too does the sophistication of scams—
targeting consumers, exploiting systemic gaps, and costing the global economy
billions. But the roundtable made one thing clear: the ecosystem is ready to move
from fragmented defence to coordinated resilience.

Al in the Fight Against Fraud: More Than Detection

Al is already being used to flag anomalies, intercept suspicious transactions in real
time, and map illicit flows across institutions. Behavioural analytics engines,
transaction scoring models, and anomaly detection systems are now foundational to
many institutions’ fraud prevention toolkits. As Al models evolve, their effectiveness
hinges on shared data standards and governance protocols—without which their
insights remain fragmented. But Al's true power lies in its ability to create a shared
language across otherwise siloed players. When embedded thoughtfully, Al can
facilitate proactive collaboration between banks, regulators, telcos, and fintechs—
without compromising privacy or operational sovereignty.

A Case for Embedded Intelligence

One of the most compelling insights from
the roundtable came from the example of
a real-time fraud response system built
with FNA's Al architecture. In a national
deployment, FNA’s technology enabled
centralised transaction monitoring,
traceability of mule accounts, and
improved earmarking for fund recovery—
all while maintaining user-level privacy
and institutional autonomy.

This wasn't just about a platform. It was
about operationalising collective
intelligence: integrating Al with the
complexity of real-world institutions and
regulations. It underscored the need for
context-aware analytics-systems that don't
just detect outliers, but understand the
ecosystem in which they operate.
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From Detection to Design

Participants agreed that fraud prevention must be embedded into the infrastructure
of payments—from onboarding and data exchange, to liability and compensation.
Centralised coordination, common data standards, and interoperable APIs were all
highlighted as critical enablers.

There is now a growing call to elevate scam prevention to a board-level priority,
supported by harmonised regulations and shared accountability frameworks. No
single actor can fix this alone — but together, the ecosystem can design systems
where trust is not just assumed, but engineered.

However, there was also a shared concern that global policy agendas — particularly
at the G20 level — have not fully integrated fraud and financial crime prevention into
their broader payments reform targets. While the focus on speed, transparency, and
access is welcome, a failure to embed security into these goals risks undermining the
trust that underpins them. We need a coordinated, international approach that
treats fraud resilience as a pillar of payments modernisation — not an afterthought.
As EPAA continues to champion a more interconnected and inclusive payments
ecosystem, this alignment must be front and centre.

Data Access, Privacy, and the Opportunity for Systemic Collaboration

This isn't about technology. It's about trust.

One of the more nuanced discussions at
the roundtable centred on data access
between financial institutions, and how
differing  interpretations of  privacy
legislation are shaping what is possible. In
jurisdictions like Australia, there is an
evolving view that — under certain
frameworks — data sharing between
financial institutions can occur without
breaching consumer privacy.

This shift could allow banks to share fraud intelligence in real time and calibrate
actions not in isolation, but across the sector. It would mean moving from
fragmented risk assessments to coordinated, data-driven decision making. As one
participant noted, “The data exists — we just haven't given it permission to be
useful.” Another participant observed, "It's not just about one bank acting on fraud
—it's about the collective signal that tells the industry where the risk is moving.”

The legal and regulatory models enabling this kind of collaboration are still nascent,
but the willingness to explore them reflects an important evolution: that in order to
build trust, we may need to revisit how data, duty of care, and confidentiality interact
in a digital-first economy.
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Regional Snapshot: Privacy by Design in Action

e &8 Australia - New regulatory provisions allow APRA-regulated entities to share
customer data post-breach to protect consumers from downstream scams.

e = India - The Account Aggregator (AA) framework enables secure, consent-
based data sharing across banks, fintechs, and government platforms.

e ™ Singapore - MAS promotes collaborative surveillance and digital trust
infrastructure to enhance ecosystem-wide fraud resilience.

These models show that privacy and security do not have to be at odds. In fact, when
built into the foundation, they reinforce one another.

Who Is Accountable? Rebalancing Roles Between Institutions and Enforcement

A recurring theme throughout the roundtable was the question of ultimate
responsibility: should financial institutions shoulder the lead in scam prevention, or
should this fall under the remit of law enforcement? While most agreed that Fis are
best placed to detect suspicious behaviour early, many also stressed that prevention
cannot be fully outsourced to private actors.

A more productive framing may lie in
shared jurisdiction. Financial institutions
hold the real-time visibility; law
enforcement holds investigatory authority.

For the ecosystem to work, these
strengths must be complementary — not
compartmentalised. Several participants
called for more dynamic collaboration
between banks, regulators, and public
enforcement agencies, particularly around
intelligence-sharing frameworks and joint
investigation protocols.
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Looking Forward: A Blueprint for What Comes Next

As a next step, participants are considering a follow-up initiative to co-develop a
blueprint for scalable, cross-border scam response. This would include:

e Governance models for real-time data sharing across jurisdictions
e Al-driven transaction monitoring protocols that respect privacy by design
e Equitable frameworks for liability and consumer redress

With its proven expertise and ecosystem fluency, FNA is well positioned to help
shape this agenda. Their ability to bridge analytics, policy, and operational design
offers a critical foundation for what the ecosystem needs most: actionable trust.

Conclusion

The fight against financial crime is not
only a race against fraudsters—it's a race
to modernise the way we collaborate. If
trust is the currency of the digital
economy, then Al, data, and governance
are the infrastructure. The next phase of
this conversation will determine whether
we merely react to scams—or whether we
outpace them.

A follow-up dialogue is now being
explored, and FNA’s continued leadership
could prove instrumental in helping turn
that vision into infrastructure.
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The Emerging Payments Association Asia (EPAA) is
a leading association for innovative businesses in
the Asia Pacific payments ecosystem, including
banks, issuers, and technology providers.

EPAA hosts discussions, think tanks, and
networking events, providing members with
insights while influencing policy and regulation
and representing APAC in international forums.
The community amplifies the voice in payments,
connects business opportunities, and drives
innovation to improve the financial payments
landscape and lives everywhere.
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