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DID YOU KNOW...

THAT POST- QUANTUM
CRYPTOGRAPHY SOLUTIONS
DO NOT REQUIRE QUANTUM
COMPUTERS?
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Post-quantum cryptography, a set of
cryptographic algorithms that are resistant to
future quantum computing attacks, only requires

classical (non-quantum) computers. Despite the
name, there is nothing quantum in post-quantum
cryptography. Other quantum safe technologies,
such as quantum key distribution, are
commercially available today and while they
might use quantum phenomena as the basis for
security, they do not require quantum computers.
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DID YOU KNOW...

THAT EVEN WITH POST-QUANTUM
CRYPTOGRAPHY, WE MUST STAY
ALERT AND PLAN AHEAD?
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Post quantum cryptography (PQC) refers to cryptographic techniques that
are designed to be secure against quantum computer-based attacks.
However, even after the implementation of PQC, it is essential to maintain
vigilance and stay proactive in security measures. PQC is not a one-time
solution, new algorythms will appear and the solution needs to evolves in
response to these new potential threats. The regulatory standards that govern
the use of PQC are also subject to change, requiring constant updating and
adaptation.

Also, regulatory standards are dependent on region and market - e.g. BSI for
Germany and kPQC for South Korean. Therefore any muti-national financial
institute and/or cross border operations would require crypto-agility to be
built in, in order to be compliant with each market it operates in.

Therefore, it is crucial to plan ahead and remain crypto-agile, ensuring that
our cryptographic measures can swiftly adapt to any advancements in
technology or changes in the threat landscape.
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DID YOU KNOW...

THAT QUANTUM-SAFE/POST-
QUANTUM CRYPTOGRAPHY (PQC)
IS NOT SOLELY TECHNOLOGY-
BASED?




P EBPX

ASITA

As the many variations of Quantum evolve, it poses multiple impacts to existing
security and encryption practices and processes, but as importantly, this shift must
include regulatory, economic, domestic and international standards and strategies.
Ensuring the quality and safety of data and financial transactions requires a holistic

ecosystem approach, including modernizing infrastructure, a deep-dive inventory of

current risk and security processes, and promoting collaboration cross-industry and
cross-geographies in banking and payments.

It is a complex ecosystem that must include consideration beyond just the technology,
algorithms, and even the coding behind the programs.

Teams must include Marketing and Communications, Legal, Product and Sales that
must answer to clients and highlight a differentiating competitive edge, the overall
strategy and plan, as well as the budget required to implement it all - it takes time and
attention.

Are you prepared to explain and support your clients Quantum Safe strategy and
delivery when your clients ask?

The sense of urgency is real and must be underway now.
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DID YOU KNOW...

THAT QUANTUM SAFE ALGORITHMS
ARE NOT A ONE-TO-ONE
REPLACEMENT FOR CURRENT
CLASSICAL CRYPTOGRAPHIC
ALGORITHMS?
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Currently there are 3 quantum safe algorithms that have been
standardized. They are ML-KEM for key exchange, ML-DSA for digital
signature and SLH-DSA for digital signature. These algorithms internally use
different types of mathematical problems - when compared to their classical
counterparts (RSA, DH, etc.).

When the quantum safe algorithms are used, they need to consider different
set of properties such as key size, key generation, encryption / decryption
times, etc. They need to be tested with varying parameter values to ensure

that the desired level of encryption strength and performance is achieved.

For example, even though ML-DSA and SLH-DSA are both digital signature
algorithms, the selection of which one to use where is dependent on usage
characteristics and needs of the application.

So replacing a classical algorithm with a quantum safe algorithm is not a
drop-in-replacement but rather requires consideration, evaluation and
specific set up.
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DID YOU KNOW...

THAT COMPATIBILITY WILL BE
IMPORTANT?

POST QUANTUM CRYTOGRAPHY (PQC)
ALGORITHMS THAT HAVE BEEN
STANDARDISED BY GOVERNMENT
BODIES (EG NIST) WILL BE MORE
EFFICIENT AND SECURE.
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The adoption of standard algorithms,
parameter sets, and following implementation
requirements and guidelines, will provide
significant benefits from a security and
compliance perspective but will also provide
advantages when it comes to compatibility
and interoperability between systems and
between organisations.
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DID YOU KNOW...

THAT CLASSICAL COMPUTING
AND QUANTUM COMPUTING WILL
COEXIST FOR SEVERAL KEY REASONS,
ROOTED IN THEIR DIFFERENT
STRENGTHS, LIMITATIONS, AND THE
TYPES OF PROBLEMS THEY ARE BEST
SUITED TO SOLVE.
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HERE’S AN EXPLANATION OF HOW
AND WHY THEY WILL
COMPLEMENT EACH OTHER:
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DIFFERENT PROBLEM DOMAINS

Classical Computing:

Classical computers excel
at tasks that involve
sequential processing,
precise arithmetic, and well-
established algorithms.
They are well-suited for
tasks like database
management, web
browsing, office
applications, and most
general-purpose computing
tasks.

Quantum Computing:

Quantum computers, on the
other hand, are designed to
handle specific types of
problems that are unfeasible
for classical computers, such
as factoring large numbers
(relevant for cryptography),
simulating quantum systems
(important for chemistry and
materials science), and
solving complex optimisation
problems.
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DEVELOPMENT AND MATURITY

Classical Computing:

Classical computing
technology is highly mature,
with decades of
development resulting in
stable, reliable, and scalable
systems. Classical computers
can handle a vast array of
tasks efficiently, and the
infrastructure (both
hardware and software) is
deeply embedded in dll
aspects of modern life.

Quantum Computing:

Quantum computing is still in
its early stages, with current
systems being noisy and
error-prone. It will take time
before quantum computers
reach a level of stability and
scalability that allows them to
be used widely. For the
foreseeable future, quantum
computers will be specialised
tools, not replacements for
classical computers.
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SECURITY CONSIDERATIONS

Cryptography:

One of the most discussed impacts of quantum computing is
around cryptography. Quantum computers could break many of
the cryptographic algorithms currently used to secure data.
Classical computing, which is ubiquitous in people's daily lives,
will be essential to implement post-quantum cryptography
software.
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COMPLEMENTARY STRENGTHS

Hybrid Solutions:

Many future applications are
likely to use quantum
computers to solve specific
subproblems within a
broader classical framework.
For example, a quantum
computer might be used to
optimise.certain parameters
within a machine learning
algorithm that runs on a
classical computer.

Co-processing:

Classical computers will
handle the tasks they are
good at, such as controlling
the quantum hardware, error
correction, and interpreting
results, while quantum
computers will focus on the
quantum-specific parts of the
computation.



RESOURCE

EPXN

ASITA

EFFICIENCY

Classical Computing:

For most everyday tasks,
classical computers are more
resource-efficient. They
require less energy and are
easier to scale for standard
applications. Quantum
computers, by contrast,
currently require highly
specialised environments
(e.g., extremely low
temperatures) and are not
yet practical for general use.

Specialisation:

Quantum computers are best
suited for specific, complex
problems where their unique
capabilities offer a significant
advantage. For all other
tasks, classical computing will
remain the more efficient and
practical choice.
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SUMMARY:

Classical and quantum computing will coexist because they are
suited to different tasks and will complement each other.
Classical computing provides the foundation for everyday
computing needs, while quantum computing offers new
possibilities for solving specific, complex problems. Together,
they will drive advancements in technology, with each playing a
vital role in their respective areas.
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YOU KNOW...

THAT USING A POST QUANTUM
CRYPTOGRAPHY (PQC) ALGORITHM
DOESN’T ALWAYS TAKE MORE TIME OR
RESOURCES OR MEMORY THAN USING
A CLASSICAL CRYPTOGRAPHY
ALGORITHM?
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PQC algorithms have been shown to be more efficient
than classical algorithms. Choosing the right algorithms
and right implementation is critical in achieving the best
performance trade-offs for the specific application
domains (for example, key/signature size vs security).

It’s important for organizations to engage and align on a
post quantum roadmap and prepare for implementation
solutions with business partners, vendor suppliers,
regulators, or relevant standards bodies and possibly
government that meet the needs of the organization's
use cases and business priorities.
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DID YOU KNOW...

THAT THE THREAT TO CRYPTOGRAPHY
IS NOT ONLY DEPENDENT ON THE
ARRIVAL OF A SUFFICIENTLY CAPABLE
QUANTUM COMPUTER, BUT THE
INTEGRATION OF QUANTUM AND
OTHER FORMS OF HYBRID COMPUTING
OR HIGH-PERFORMANCE COMPUTING.
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Quantum computers will work in concert with classical
computers. The process begins by preparing data in a
classical computer and then integrating this information with
a quantum computer. By the end of the decade, quantum
computing, in collaboration with classical computers and
cloud-based architectures, will significantly influence
innovation in machine learning, simulation, optimization and
more. The fusion of quantum computing and classical
computing will lead to solving problems that were previously
unsolvable. As these technologies evolve, they promise to
reshape and accelerate problem-solving methods for
factoring and brute force search capabilities central to the
threat to cryptography.




