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DeFi services like lending, borrowing
and investing are implemented by smart
contracts that are executed
automatically, which ensures pre-
determined outcomes and re-usability.
These smart contracts are issued on
compatible distributed ledger
technologies (DLTs) like Ethereum or
Tron. DeFi reached a total value locked
of more than 150 billion USD in 2021.
The end goal is complete
disintermediation, whereby users
interact with smart contracts rather
than a financial institution, without
customer identification.
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Introduction 

The essence of Decentralised Finance (DeFi) is providing financial services without
having a traditional intermediary. BIS Working Papers No 1066 defines DeFi as a
“competitive, contestable, composable, and non-custodial financial ecosystem built
on technology that does not require a central organization to operate and that has
no safety net”. 

Algorithmic automation of financial activity: algorithmic-based services
triggered by smart contracts can reduce inefficiencies, and increase
transparency while also ensuring users have full control over their assets.
Competitive financial engineering: the combination of DeFi protocols into
DeFi compositions allow service providers to offer different financial services
without relying on a single intermediary.
Openness in the financial sector: potential to use technology from the
current financial system to provide scalability and stability for programmable
finance systems.

1.

2.

3.

Three fundamental characteristics shape the innovation associated with DeFi:
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DeFi Stack Reference (DSR) Model

DeFi protocols are made up of a suite of smart contracts, and they follow the
abstraction principle, meaning that defined functions are kept in distinct abstraction
layers, and each layer provides functionality to the layer above. A DRS model is used
to show how the abstraction applies to DeFi; the model has three layers.

Settlement layer

Cryptoassets: DLT applications that
facilitate transferring value across
the DeFi ecosystem
DeFi Protocols: DLT applications
implemented by various smart
contracts that use cryptoassets to
provide some financial service
functionality. Three distinguishable
functionalities include lending
protocols, derivatives protocols,
and decentralised exchanges
(DEXs). 

1.

2.

Consists of applications that are implemented through smart contracts, and has
three key parts:

The essential function of the settlement layer is to complete the transactions and
discharge the obligations of any involved parties. This is done by implementing a
consensus protocol on the DLT, which also allows the state to be replicated across all
nodes. Embedded in the settlement layer are native tokens, which are cryptoassets
used in smart contract execution. 

DLT Application Layer

3. DeFi Compositions: enables a specific category of DeFi protocol that    
    provides novel financial services by making use of other DeFi smart  
    contracts. For example, DEX aggregators direct users to the DEX offering the 
    best price for the swap of asset pairs, and Yield Aggregators invest user   
    funds in DeFi protocols to maximise returns.



Interface Layer
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DeFi protocols run on DeFi-enabled DLTs which have an execution environment for
running smart contracts. DeFi protocols usually run on blockchains like Ethereum
and are executed by a virtual machine, like the Ethereum Virtual Machine (EVM). 

DeFi protocols run on DeFi-enabled DLTs which have an execution environment for
running smart contracts. DeFi protocols usually run on blockchains like Ethereum
and are executed by a virtual machine, like the Ethereum Virtual Machine (EVM). Due
to the increasing congestion and high transaction fees on the Ethereum blockchain,
DeFi protocols are now being issued on other EVM-compatible (e.g. Binance Smart
Chain, Avalance, Polygon, Arbitrum) and non-EVM-compatible blockchains (e.g. Tron,
Solana, Terra). The DLT is essential for DeFi as it implements consensus protocols
and provides transaction execution.

Settlement Layer

DeFi enabling DLT

Due to the increasing congestion and
high transaction fees on the Ethereum
blockchain, DeFi protocols are now being
issued on other EVM-compatible (e.g.
Binance Smart Chain, Avalance, Polygon,
Arbitrum) and non-EVM-compatible
blockchains (e.g. Tron, Solana, Terra). The
DLT is essential for DeFi as it implements
consensus protocols and provides
transaction execution.

State Representation: Accounts

Ethereum and other like ledgers are account-based. The account model includes
addresses to identify an individual account whose state is to be updated via state
transitions through transactions, therefore storing a database of account states. Two
different types of accounts exist, externally owned accounts (EOAs) and code
accounts (CAs) also known as smart contracts. 
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A contract creation occurs when an EOA creates a CA by a specific transaction, this is
an external transaction. Transactions can be sent by the account owner as EOAs are
controlled by a cryptographic private key. CAs are controlled by their code, and as
they do not have a private key, cannot directly broadcast transactions. However,
once a CA is created and executed it can call other CAs, resulting in a cascade of
contract calls within the one transaction, also referred to as traces or internal
transactions.

State Transitions: Transactions

Transactions are essential to the Ethereum blockchain as they trigger and
disseminate intended state changes to the network. Transactions with an EOA
recipient contain a value (e.g. 5 ETH), and when the transaction is stored on the
blockchain, the account balances are updated, reflecting state transition. That is an
example of an external transaction. Alternatively, transactions executed against a
smart contract use a data payload, instead of a value, which triggers the CA. The
transfer of the data payload is executed in subsequent internal transactions. Put
simply, sending Ether (first example), is intrinsic to the Ethereum DLT, while sending
tokens (data payload, second example), and token transfers executed internally are
not expressly visible in the blockchain.

Consensus Protocols

Consensus protocols provide a robust,
global state of the ledger. These
mechanisms guarantee that any new
transactions are recorded in a specific
and agreed-upon order. Proof-of-work
and proof-of-stake are the most common
consensus algorithms. Such algorithms
prevent Sybill attacks by requiring nodes
to undertake intensive tasks to be able to
add transactions to the blockchain or
assigning each participant a weight
proportional to their stake in the ledger
itself respectively. 



NFTs are not very prevalent in DeFi applications however, their use could be further
expanded to provide loan collateralisation or fractional ownership control. Fungible
tokens can be broken into three categories:

Cryptoassets are an essential element in a DeFi ecosystem as they represent and
transfer value in a DLT. The paper defines cryptoassets in the context of DeFi as “all
digital assets that utilize cryptographic primitives and distributed ledger technology
and represent some economic resource or value to someone”. 
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Cryptoassets in DeFi

Utility tokens: used to provide a specific function in a DeFi protocol (e.g. SNX,
which is used as collateral in the Sythetix protocol). 
Equity tokens: represent claims on shares of another underlying asset (e.g.
ETH/USDC LP represents a claim on the amount of ETH/USDC deposited in
the Uniswap DEX). 
Governance tokens: makes users stakeholders in the governance of a DeFi
protocol (e.g. MKR and COMP in the MakerDAO and Compound protocols).

Stablecoins are another relevant type of cryptoasset in DeFi ecosystems. Stablecoins
attempt to stabilise the price of a token by pegging its value to an external reference
asset. Stablecoins can be used as fungible tokens or as native assets.

The taxonomy of cryptoassets is
dependent on the type of ledger, either
Bitcoin’s Unspent Transaction Output
(UTXO) model, or Ethereum’s account
model. Both models include native
tokens (e.g. BTC and ETH). Account
models enable smart contract
deployment, and therefore allow non-
native token issuance. Non-native tokens
are distinguished by their technical
design into two broad categories,
fungible and non-fungible tokens (NFTs). 



A DeFi protocol “provides one or more financial services to economic agents.
Financial services are implemented as program functions by one or more smart
contracts.” The paper identifies three categories that describe most existing DeFi
protocols, decentralised exchanges (DEXs), lending protocols, and derivative
protocols.
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DEXs facilitate the swap of tokens. DEXs utilise financial functions from smart
contracts that allow deposits and withdrawals to be made from liquidity pool smart
contracts. All token owners can provide liquidity to the pool, and in return, liquidity
provider tokens are given back to the user. These tokens represent users’ share in
the pool and can be used to withdraw a fraction of the total funds. Liquidity
providers are rewarded with fees and governance tokens. 

Lending protocols enable the
automation of lending and borrowing
cryptoassets. Protocols for loanable
funds (PLFs) operate as peer-to-pool
mechanisms whereby borrowers
interact with smart contracts that pool
the liquidity provided by lenders. In
contrast to traditional lending services,
interest rates are fixed automatically
depending on demand for loans, pool
size, market conditions, and other
parameters set by governance token
holders.

DeFi Protocols

DEXs

Lending protocols

Lenders deposit funds via pooling smart contracts and receive tokens whose
exchange rate against the underlying asset grows over time to provide for interest.
Borrowers pay interest on open positions before closing them. Typically a borrower
can only borrow cryptoassets once they have made provisions for collateral.
Governance token holders can decide on the tokens accepted, collateral thresholds,
interest rate parameters, and other design aspects.



Derivative protocols enable the trading of derivative contracts by tracking the price
of a specified asset which can be another cryptoasset, traditional financial asset,
commodity, or priced real-world events. To provide this function, these DeFi
protocols use Oracles, smart contracts that act as a bridge between the DLT and the
external world. Oracles allow for real-world, off-chain data to be used in derivative
protocols.
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DeFi compositions utilise combinations of protocol-specific smart contracts within a
single transaction, and therefore, provide novel financial services. For example, 1
Inch compares prices and liquidity address DEXs while interacting with other smart
contracts associated with different DeFi protocols. 

The most relevant use of DeFi compositions is for aggregator services. 1 Inch is an
example of a demand-side aggregator, one that directs the user to the DEX offering
the best price. As the article suggests, even more important are the supply-side
aggregators or yield aggregators that implement strategies to ensure users maximise
returns across multiple DeFi protocols. 

Derivative protocols

DeFi compositions can be deeply nested, meaning that they involve several DeFi
protocols at different levels of depth, and this creates an inherent interdependency.
This can be further investigated by extracting building blocks, or protocols that
implement the same service in different transactions, e.g. the token swap block
always has the same structure regardless of the tokens involved. Alternatively, the
interdependencies can be mapped onto a network. For example, the paper uses the
case study of stablecoin runs to highlight how certain protocols that are especially
dependent on stablecoins are at a higher risk of being impacted by stablecoin runs.

DeFi Compositions

One example is Idle Finance, whereby
users lock capital in a vault in return for
tokenised assets representing their
share of the vault, and this triggers a
cascade of various smart contracts that
invest the funds in other DeFi Protocols
based on the user’s risk profile,
governance parameters, and other
optimisation strategies. 



About the author
Liam Hardev Tierney
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Cross-chain interoperability: non-EVM compatible blockchains support fewer
DeFi protocols because migrating existing projects is difficult. Developing
cross-chain interoperability will allow DeFi protocols to run on separate
ledgers and cross-chain communication and contract calling.
Transaction reordering and mining: more research needs to be undertaken
to fully understand the impact of transaction reordering, and the economic
incentives for such services.
Cryptoassets: new standards of cryptoassets that can provide further
functionality exist and are excluded from the taxonomy in the report. Further
investigation would allow for the identification of new categories of
cryptoassets and the mapping of these assets to different types of derivative
contracts.
DeFi Protocols: understanding the structure of existing and emerging
protocols is essential to allow for the mitigation of financial risk and
adaptation of methodologies from traditional finance to protocol innovation.
Furthermore, the governance structure of protocols can be further
investigated.
DeFi Composability: A greater understanding of interdependencies is needed
in DeFi compositions.

1.

2.

3.

4.

5.

Future Research

Liam Hardev Tierney is currently pursuing a Bachelor of Arts and
Bachelor of Laws at the University of Sydney. He is interested in
exploring legal challenges associated with implementing new
technologies as well as how the law needs to adapt to effectively
regulate technological development and implementation. There are
several emerging technologies and applications of technologies in the
payments field that makes it an exciting area for Liam and he is
looking forward to getting exposure to these issues and hoping to
pursue a career in relation to technology and the law. 

The authors suggest the following areas for further research:


