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Introduction and Welcome

Speaker: Julius Caesar Parrefias- Asia Pacific Financial Forum

All around the world economies are starting to become more and more digital. These
technological advancements bring many opportunities and challenges for different
stakeholders.

One such challenge is to ensure that innovation across the region is coordinated so
that outcomes, including open data frameworks, are interoperable. This is critical to
ensure jurisdictions do not become digital islands that cannot connect with each
other. With this challenge in mind, stakeholders have an opportunity to develop
common principles associated with interoperable innovation and encourage
domestic economies to start developing open banking and open data initiatives with
interoperability front and centre.

Panel 1: Guiding Principles for Open Data

Moderator: Jane-Renee Retimana- Payments NZ
Panellists: Ashley Lake-Johns Qippay, Julia Nicol- Worldline and Jody Bullen- ANZ

Five foundations for open data in New Zealand

Firstly, ensuring a centrally organised
internal system with distributed delivery.
This encompassed centrally organising
standards, tools, policies, regulations
etc. that were effectively distributed
throughout the market, allowing
stakeholders to make use of these
materials to best serve their customers.

Secondly, efficiency in the market ensures that innovation and partnering are as
quick as they can be.

Thirdly, ensuring that there were optimal frameworks in place to assist the industry.
New Zealand’s open data journey started without a legislative mandate, therefore
leading to an industry-led framework to assist with setting up governance structures
to get the industry up and running. The framework is currently looking at including
implementation plans for new standards to ensure implementation is consistent
across the industry.
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Fourthly, encouraging innovation is
essential for the continual development
of open data systems. The industry
needs to create an environment for New
Zealand to thrive and enable innovation
from all stakeholders. This has also
included considering innovation in the
open data ecosystem in its entirety,
rather than focusing specifically on
banking.

Lastly, the financial well-being of New Zealanders is at the centre of everything that is
being done. This element can be easily forgotten, but it is critical to ensure that
solutions from the industry are useful and benefit the consumer.

Benefit of hindsight

By not being the first jurisdiction to embark on open data projects, New Zealand has
been able to see what has been working well, and areas for improvement in other
jurisdictions. For example, New Zealand was able to implement pre-existing OBEI
standards to get the ball rolling.

Customer centricity

All panellists, including the moderator, emphasised the importance of carefully
considering consumer needs. Interoperable technological standards are great, but
they are not entirely successful if they cannot provide benefits to the customer. The
industry-led framework situation has allowed consumer interests to be considered
consistently from the start.

Collaboration

Industry collaboration has been a key to New Zealand’s success in the open data
industry. Collaboration in all areas including but not limited to privacy, security,
technical standards, and consumer consent has brought the industry together and
allowed the industry to move forward with common goals. This collaborative process
has also generated trust across the industry. The industry committed to working
groups focused on technology, law and business/economics related to open data to
further help bring the industry together.
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One specific example provided by one of
the panellists focused on data privacy
and security. While acknowledging that
New Zealand's data protection is not as
robust as other regimes around the
world, the industry has come together
to develop best practices for data
protection based on robust standards
from other jurisdictions.

One question from the audience focused on collaboration between the government
and the industry. This is an essential link as a lot of time and money has been spent
throughout the industry, and government collaboration will prove invaluable. Certain
anti-competition legislation and other legislative restrictions mean that some
projects require government support and collaboration. Further, recent actions by
the government suggest that they are supportive of what the banking industry is
doing with respect to open data.

Conclusion

The conversation from the panel can be distilled into five principles:

1.Consumer centricity

2.Learning from other jurisdictions

3.Industry collaboration

4.Thinking about the broader ecosystem

5.Ensuring privacy and security as the barriers come down.
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Panel 2: Open Data Use Cases

Moderator: Saurabh Shukla- KPMG Australia
Panellists: Nicolas Paris- Aboitz Data, Sonya Crosby- Westpac, and Emily Martin-
Australian Commonwealth Department of the Treasury

Consumer’s data needs

Consumers want reduced friction, accessibility and to understand their position in
different financial transactions (e.g. lending procedures).

Business customers

Open data is mostly seen through two lenses, firstly, data shared by governments
with other governments. Singapore is a good example of a jurisdiction that is leading
in this area by setting expectations and best practices. However, open data is still
relatively new, and it is not easy to find good open data shared by government
agencies worldwide. Secondly, data sharing across companies, for example in
Southeast Asia between and within the super-app conglomerates.

Business customers generally want rich,
scalable data sets that can be used in
various ways. In the case of Australia,
the current regime is trying to balance
having such data sets while also
requiring individual consent on a case-
by-case basis for each specific use. This
is where there could be an opportunity
for New Zealand.

Regardless of whether the use case is in government-government sharing or
company sharing, one common challenge bought up by the panel was the
inconsistent data sharing standards. Right now, there are different ways of
understanding and labelling data to the point where unlabelled data is being shared
in varying formats. The data being shared must be consumable by the industry for
any use case to be successful.

EMERGING PAYMENTS ASSOCIATION ASIA




Australia’s use cases

The goal of Australia’s Consumer Data Right (CDR) is to cover the whole economy of
data which will include lots of data sets across different industries. The starting point
was banking, and it has since launched into the energy and telecommunications
sectors. The emphasis on the early development of CDR was on the customer’s
friction points, and how the CDR could interact with other data-sharing mechanisms.
As a result of these investigations, CDR will be moving into the superannuation and
insurance industries.

Now turning to what people can do with the
CDR. The project began with read access for
data sharing. The data sets coming into open
banking have now been completed with full
data being available. Legislation is currently
moving through the Commonwealth
Parliament, which will broaden access to
include action initiation.

Prioritising data

When thinking about what data, how much data and other related questions, it
comes back to which use cases the industry think will be valuable. For example,
expediting the inclusion of telecommunication data with banking data could enable
effective scam prevention. However, there are challenges associated with data legacy.
Data is trapped in different eras of technology, and it is a complex task to get data
from different time periods together in a standardised and usable form.

The openness of government data is one specific type of data that could greatly
benefit citizens. It is a broad, detailed, and valuable set of data that consumers would
like to have access to. However, there are existing frameworks and legislation with
respect to government data that must be followed. One potential use case is using
taxation data to assist small businesses in completing successful lending
applications.
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Jurisdictional cooperation

Focusing on domestic use cases is important, however, there is great potential for
cooperating to bring some use cases to life in a cross-border setting. In the case of
Australia, the Consumer Data Right (CDR) is still in the build phase and focused on
domestic use cases and it is important to get this right before looking at regional
links. However, Australia is eyeing certain regional links to ensure regional useability.

One key hurdle to overcome when it comes to cross-border cooperation is the
different privacy regimes across the region. Regimes in the region vary in terms of
precision and restrictiveness. This leads to paralysis of discussion around use cases
as itis a difficult hurdle to overcome.

Furthermore, cooperation is also obstructed
by a lack of trust. When data holders are
considering sharing closed data sets the
discussion is around regulatory aspects such
as anonymisation, storage and encryption,
however, the actual barrier here is trust.
Data holders are about to share their data
but are afraid of losing control as they are
not sure how the other party will use the
data. Therefore, allowing access, rather than
completely sharing allows for parties to work
in a trusted, self-contained environment.

For trust to be built, there must also be transparency and ethical frameworks in
place. When dealing with data on this scale, there must be ethical agreements in
place to ensure it is used appropriately and not abused. Furthermore, the system
must be transparent to allow the consumer to see, manage access to and restrict
sharing of their data.
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Panel 3: Privacy and Privacy Enhancing Technology (PET)

Moderator: Bob Trojan- Token Insight
Panellists: Edna Essian- Paypal and Gene DiMira- Data privacy expert

Introduction

Data privacy and therefore PETs are essential to ensuring trust and the success of
any data-sharing framework. The APFF Data Ecosystem Working Group has
recognised this as important and is putting together principles related to data privacy
and security for APEC finance ministers.

Privacy principles in practice

No matter how the use of data is changing, the importance of privacy principles is
(and will continue to be) a constant consideration for all stakeholders. Regulators in
Singapore, Japan, Hong Kong, India, and Australia have all issued guidelines and
frameworks regarding data privacy. Four out of those five jurisdictions also have
national privacy laws, with India being the exception. The current national law in
India is in draft form and making its way through Parliament. Several common
considerations appear in the guidelines and legislation, including notice,
transparency, choice, and consent relating to what data is being collected and how it
is going to be used. Looking specifically at the CDR principles, it is evident that these
principles are similar to privacy laws across Asia and Europe. The principles include
open and transparent management of CDR data, anonymity, or pseudo-anonymity,
data minimisation, and consent and disclosure of how the data is being used.

As data is being used in greater numbers
and in different ways privacy must continue
to be at the forefront of all stakeholders, and
no matter how the data is being shared,
privacy and security must still be maintained.
This is because lapses in privacy and security
lead to users feeling unprotected, and users
will eventually lose trust in the system. The
bottom line is that irrespective of the
amount of data, type of data or data sharing
method, privacy principles must be
observed.
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PETs, anti-money laundering and anti-fraud

Two key balances must be struck when it B
comes to data, privacy, and PETs. Firstly, a
balance must be struck between ensuring
data minimisation, while also sharing enough
data for anti-money laundering and anti-
fraud controls to be effective. Secondly, a
balance must be struck between open data
and privacy considerations when using PETSs.

Each PET has benefits and drawbacks when it comes to privacy and open data
considerations. For example, encryption techniques can protect from data breaches,
while also facilitating secure third-party sharing. However, over-encryption and
technical errors in the unlocking process can reduce the ability to analyse the data.
Another example of a PET is data masking methods, which are designed to protect
information with replacement methods. From the privacy side, is masking complete
considering the multiple rerouting of data, for example, IP addresses with VPNs?
Furthermore, if private information can be reduced from non-private masked data,
the effectiveness is limited. On the open data side, re-identification to enable use
cases can be impractical. Lastly, synthetic data uses artificial intelligence and
machine learning to create models. From the open data side, the technology needs
to be comprehensively designed to not compromise the integrity of data for sharing.
However, there are also privacy concerns, as synthetic data could introduce bias in
models and/or execution.

One example where all these considerations are relevant is individual identification.
Robust identification processes require leveraging reliable sources of data to find out
if someone is whom they say they are. However, which and how many data points
are used depends on the risk associated with the identification. Essentially, as the
risk increases, the required level of assurance increases. As the required level of
assurance increases, so does the amount of data that is needed and the depth of
that data. Therefore, the volume of technology required to ensure data privacy
depends on the institution, and what levels of risk they are dealing with.
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Panel 4: Open Data Policy

Moderator: Holly Dorber- Paypal

Panellists: Kaaron Koomen- IBM Australia, Stephanie Honey- APEC Business
Advisory Council New Zealand and Dr. Makoto Yokozawa- Centre for International
Economic Collaboration

From goods trade to digital services trade

20 years ago, it was very hard to get people to see the value of services and services
trade and it was not widely accepted that services could and eventually would be
traded on their own. Even today, the concept of digital services trade is not entirely
understood to the point where an entity might be involved in it but are unaware
because it is more subtle and nuanced compared to goods trading.

One challenge associated with this is the
domestic-international  divide.  Domestic
policymakers are developing policies with
limited consideration of  Australia’s
international obligations and the wider
international impact, leading to potential

domestic legislation that does not comply
3 with international obligations.

Balancing national security and socioeconomic value of data

It is important to not underestimate the positive impact socioeconomic data can
have on economic growth and financial inclusion. However, from the government
perspective, national security considerations are paramount. This combined with the
tendency for government to put all data in one category, and not allowing for
divisions of different types of data leads to unnecessary data attracting the national
security level of attention, and therefore being not available for sharing. This leads to
big carveouts of datasets that cannot be shared because of national security
concerns, when in fact the data should not attract such a high level of attention. It is
incumbent on the industry to drive change in this area and prevent such exceptions
to the free flow of data.

EMERGING PAYMENTS ASSOCIATION ASIA




International and domestic cooperation

The focus of the discussion has been on opening, relaxing restrictions, and
interoperability, however in reality, we are increasingly seeing the rise of
protectionism around data flows. Free flowing conversation between industry,
regulators and other stakeholders is essential in order to unpick these
restrictions and shift the dial away from protectionism. The role sharing
between government and private sectors is also an important area in this
respect.

In December 2022 the OECD released
guidelines about common rule setting
and principles regarding public-private
role sharing. For example, as
technology and financial applications
are evolving faster than ever before, it
can be difficult for the public sector to
keep up to date, this is where the
private sector can come in with ideas
and expertise.

International conversations are also equally important in this regard. While it can be
difficult to engage in these discussions in the World Trade Organisation as the top
entity in world trade, countries can look towards smaller, ‘micro lateral
arrangements to achieve like-mindedness first, rather than going straight to the top.
One such example is the Digital Economy Partnership Agreement, which provides
the basis for conversations between jurisdictions around interoperability, trade
flows, data flows and how consumers can benefit from this across different
jurisdictions. The hope is that this Agreement will continue to grow with new
signatories and eventually provide a solution to these issues. Achieving
interoperability in the digital services trade is very difficult, as different jurisdictions
have different stakeholders with different perspectives on the issue. However, this
does not mean that it is impossible, or that it should not be a goal.
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https://www.mfat.govt.nz/en/trade/free-trade-agreements/free-trade-agreements-in-force/digital-economy-partnership-agreement-depa/

Closing Remarks

Speaker: Julius Caesar Parrefias- Asia Pacific Financial Forum

There are four takeaways from the
discussion today that stand out. Firstly,
developing open data and open banking
systems takes time, however, patience is
key, as it is important to spend this time
to get it right. Secondly, to get it right,

collaboration internationally and
domestically is key. Incorporating the
perspectives of all stakeholders

consistently is critical for the success of
any open data framework.

Thirdly, customer centricity must be a focus throughout the entire process, and
related to that is data privacy as it is a primary concern for consumers. Without
building consumer trust, open data frameworks will struggle to gain traction. Lastly,
most economies in the region are in the building phase, and this is an opportunity to
build common principles and standards that can help facilitate the end goal of
having systems that benefit consumers across the region.

The discussion today is part of what APFF and its various working groups are doing
towards producing a report for APEC finance ministers and it will be built on through
future discussions and panels around the world.

Thank you to all the moderators and panellists for the excellent discussion, and to
the attendees in the room and online for making this event successful.

Summarised by Liam Hardev Tierney is currently pursuing a Bachelor of Arts and
Liam Hardev Tierney Bachelor of Laws at the University of Sydney. He is interested in
exploring legal challenges associated with implementing new
technologies as well as how the law needs to adapt to effectively
regulate technological development and implementation. There are
several emerging technologies and applications of technologies in
the payments field that makes it an exciting area for Liam and he is
looking forward to getting exposure to these issues and hoping to
pursue a career in relation to technology and the law.
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Open Data Workshop Event Agenda

Welcome:

Dr. Julius Caesar Parrefas, Coordinator, Asia-Pacific
Financial Forum; Lead Staffer, ABAC Financial Task
Force; and Senior Advisor, Daiwa Institute of
Research/Daiwa Securities Group

Ms. Camilla Bullock, CEO, EPA Asia

MC for the Day:

Mr. Saurabh Shukla, Director Technology, KPMG

OPENING PROCEEDINGS

Lead speaker:
Ms. Jane-Renee Retimana, GM Strategy &
Corporate Affairs, Payments NZ

PANEL 1
Mr Ashley Lake-Johns, Co-founder and CEO, Qippay

Right Here and Right Now
- What Guiding Principles Ms. Julia Nicol, Head of Public Affairs, Worldline
Are Being Used?

Mr. Jody Bullen, Open Banking Lead, ANZ

Discussion

Moderator:
Mr. Saurabh Shukla, Director Technology, KPMG

Mr. Nicolas Paris, CTO / CDO, Aboitiz Data

PANEL 2 Innovation

Not All Data Sets Are the Ms. Sonya Crosby Chief Data Officer, Westpac

Same - Use Cases for

Consumers Across the Ms. Emily Martin, Assistant Secretary, Policy and
Region Engagement Branch, Consumer Data and Digital
Division, Commonwealth Treasury

Questions by Moderator

Discussion
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Open Data Workshop Event Agenda (continued)

Moderator:
Mr. Bob Trojan CEO Token Insight

PANEL 3 Ms Edna Essien, Director, Data Protection Officer,

APAC, Paypal
Privacy and Open Data - yP

the role of PETs

Mr Gene DiMira, Data Privacy Expert, Advisor
Northern Block

Discussion

Break

Moderator:
Ms. Holly Dorber, Director Government Relations,
PayPal

Ms. Stephanie Honey, Lead Staffer (Policy Advisor),

PANEL 4 APEC Business Advisory Council New Zealand
Open Data: How Do We

Create Policy That
Supports G20 Targets?

Ms. Kaaren Koomen AM, Director, Government and
Regulatory Affairs, Australia/NZ, IBM Australia

Dr. Makoto Yokozawa- Centre for International
Economic Collaboration

Discussion

Closing Remarks on Behalf of EPA Asia:

Ms. Camilla Bullock, CEO, EPA Asia

CLOSING Closing Remarks on Behalf of APFF:

Mr. Julius Caesar Parrefias, Ph.D Coordinator, Asia-
Pacific Financial Forum / APFF
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Expert Participants

Camilla Bullock
CEO, EPA Asia

Ashley Lake-Johns
Co-founder and CEOQ,

Qippay

Sonya Crosby
Chief Data Officer,
Westpac

Gene DiMira
Data Privacy Expert,
Aadvisor Northern Block

Julius Caesar Parrefias
Ph.D Coordinator, Asia
Pacific Financial Forum

Julia Nicol
Head of Public Affairs,
Worldline

Emily Martin
Assistant Secretary,
Policy and Engagement
Branch, Consumer Data
and Digital Division,
Commonwealth Treasury

Holly Dorber Stephanie Honey
Director Government Stephanie Honey, Lead
Relations, PayPal Staffer (Policy Advisor),
APEC Business Advisory
Council New Zealand
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Director Technology,
KPMG Australia
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GM Strategy &
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Payments NZ

Jody Bullen
Open Banking
Lead, ANZ

Bob Trojan
CEO, Token Insight
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Director, Government
and Regulatory Affairs,
Australia/NZ, IBM
Australia

Nicolas Paris
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Data Innovation
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APAC, Paypal

Dr. Makoto Yokozawa
Centre for International
Economic Collaboration
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thought leadership
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Thank you

The Asia-Pacific Financial Forum is a platform for
public-private collaboration to accelerate the
development of robust and integrated financial
markets in the APEC region. The APFF responds to
the need for active collaboration among policy
makers, regulators and experts from industry and
international and academic organizations to
address key issues.

The APEC Business Advisory Council is the private-
sector arm of the Asia-Pacific Economic
Cooperation. The council advises Leaders and
other APEC officials on issues of interest and
responds to requests from various APEC sub-
groups for information about the business
perspective of specific areas of cooperation.

Payments NZ is a governance organisation at the
heart of New Zealand’'s payments system that
works with the industry to ensure payments are
simple and secure for Aotearoa. Formed in 2010
by the industry with support of the Reserve Bank,
Payments NZ govern New Zealand'’s core payment
systems and work with the industry to lead the
future direction of payments in New Zealand.
Payments NZ is committed to a progressive self-
governing industry that enables New Zealand to
have a world-class payments system. This drives
their continuous push to facilitate strategic
initiatives that bring the industry together and
encourage market-led innovation.




